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While both international and European law-makers are currently in the process of introducing new laws re-
gulating the fight against cybercrime and the exchange of digital evidence amongst competent authorities,
this paper elaborates on a series of investigative challenges deriving from the application of current cyber-
crime norms in a number of jurisdictions, unveiling a tension between the current legal system and its in-
terpretation by the law enforcement and judicial community. This study analyzes the research undertaken
on the legal and regulatory uncertainties observed in the Italian framework, as well as in other European
and non-European jurisdictions, by ways of comparative analysis. The main international legal instrument
on cybercrime is the Council of Europe’s Convention on Cybercrime (‘Cybercrime Convention’), signed in
2001 and then ratified by almost 60 countries worldwide over the last 17 years. Aimed at raising awareness
to national and international policy and law makers, this paper intends to critically demonstrate how the
implementation of such a treaty into domestic laws has not always been smooth. It often presents interpre-
tative issues, which add up to the growing difficulties for both law enforcement and judicial bodies to cope
with the challenges arising by countering new and innovative forms of criminal activities in the cyberspace.
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1. Introduction

There is nothing novel when saying that the role of
cybercrime is enormously increasing in law enforce-
ment and security strategies. Broadly speaking, this
is certainly an effect of the digitalization of our li-
ves. According to the Internet World Stats1, users
in 2001 were 458 million against the 4157 millions

of today. The new digital revolution2 brings along
astounding figures and new phenomena. With the
advent of IoTs, our society is seeing the birth of an
internet with three dimensions, and who knows what
new scenarios are yet to come.

Regulating the internet has proven to be quite a
difficult task. Even more so for harmonizing and en-
forcing criminal laws that, until a while ago, solely
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pertained to offline interactions. Likewise, criminals
found fertile ground in the cyberspace, rapidly adap-
ting their business model to new digital opportuni-
ties. Methods to conceptualize cybercrimes are now
greatly differentiated. The traditional silo-based ap-
proach, which considered cybercrime as a standalone
cluster of online felonies, has rapidly been replaced
by a two-fold one, which embraces crimes enabled or
facilitated by the internet as an extension of offline
conducts3.

In many countries, the most influential piece of
domestic legislation on cybercrime is the implemen-
tation into national law of the Cybercrime Conven-
tion4 by the Council of Europe (CoE). Drafted al-
most twenty years ago (2001), today counts almost
60 countries between signatories5. It is admittedly
the most important legislation in the field.

Almost two decades later, the CoE has started the
process of amending the Convention6, with the great
pleasure of many cybercrime experts and scholars
who have been voicing for a prompt reform over the
recent decade7. With the addition of a new Proto-
col, inter alia on enforcement cooperation and elec-
tronic evidence, the legislator in Strasbourg is trying
to learn from the past while inevitably looking at
what is awaiting us over the next years. Alongsi-
de the efforts of the CoE, also the European Union
is currently undertaking legislative steps in order to
harmonize rules on the exchange of electronic eviden-
ce across the Union and beyond its territories8. The
moment is crucial, therefore, as the new rules will li-
kely influence the ways investigation and prosecution
will be undertaken in the future.

The goal of this article is two-fold: first, it in-
tends to shed light on how the fight against cybercri-
me over the past decades was significantly shaped by
technological advancements, new models in criminal
activities and, most importantly, difficulties in the
implementation and in the interpretation of existing
rules. Secondly, based on the elements analyzed, it
aims to identify a set of gaps between the law as it
stands and its enforcement.

The article therefore primarily targets the com-
munity of legislators at various levels – including the
CoE, the European Union and its Member States
– involved in the reform of the current legal fra-
meworks on cybercrime investigations. Moreover,
it will also be of relevance for those professionals
enforcing the law, particularly public officials ta-
sked with cyber forensics in the course of a criminal
investigation.

Based on the findings arising from the case stu-
dies presented below, this article argues that current
efforts in reforming the cybercrime legal landscape

should take into account two key takeaways. First, a
mutual understanding between different levels (CoE,
European Union and domestic laws) on the legal and
interpretative challenges in the respective framework
is needed. Second, effective cybercrime norms call for
a deep reflection on their human rights implications,
especially in regard to the right to privacy and data
protection.

1.1. Methodology

The analysis that underpins this article is carried out
through doctrinal research based on the traditional
legal sources, i.e., legislation, case law and scholar-
ly literature. The Italian situation is used as a case
study throughout the text and, where relevant, en-
riched with functional comparative elements drawn
from other jurisdictions, including the UK and Bel-
gium9 (in light of the background and linguistic skills
of the authors).

The case studies below will outline and inform
how cyber investigators in Italy and beyond have
to operate in a context of legal uncertainty because
of obsolete or unclear legal rules. Particular atten-
tion will be paid to challenges in defining prosecu-
torial competence, seizure and acquisition of electro-
nic data, retention and expert examinations. De-
pending on the issues examined, this article will
touch upon governance, procedural, substantial and
technological matters.

2. The impact of the jurisidiction and
of the locus commissi delicti princi-
ple on the governance of cybercrime
investigations

The Cybercrime Convention was implemented in Ita-
ly by Law No. 48/200810. Practitioners quickly rea-
lized it did not neatly solve the growing problem of
the strong extra-territoriality nature of cybercrimes.
Years after its implementation, some scholars11 cal-
led for a reform of the Convention as the jurispru-
dence was struggling with the existing framework.
Between 2008 and 2009, a controversial case tried
to address the problem of whether Italian authori-
ties could claim jurisdiction over a website offering
its services in the territory but using servers located
abroad. The case concerned alleged copyright infrin-
gement by the peer-to-peer Swedish platform Pira-
teBay12. An Appeal Tribunal ruled in September
2008 that, in spite of no evidence of Italian citizens
committing the crime, jurisdiction of Italian prose-
cutors would still apply, although it was not lawful
for such authorities to perform a so-called “internet

Stefano Fantin • Giuseppe Specchio • Peggy Valcke

6



traffic hijacking” as part of the concept of “seizure”
under Art. 1913 of the Convention. This interpreta-
tion was then reverted with a decision of the Italian
Supreme Court (Corte di Cassazione)14, which re-
introduced the notion of internet hijacking as a tech-
nically feasible measure, while still confirming the
Italian jurisdiction over such a case15. In 2013, the
Belgian Supreme Court (Cour de Cassation) equally
confirmed the lawfulness of a far-reaching injunction
order, based on the national provision on seizure of
computer data16, against all Belgian Internet servi-
ce providers, requiring them to block access to IP
rights-infringing content hosted by a server, linked
to a specific main domain name, by employing all
possible technical means at their disposal or at least
by blocking all domain names that refer to a speci-
fied main domain name (“thepiratebay.org”)17. The
Court ruled that “appropriate measures” to render
data inaccessible can also be addressed to third par-
ties (and not only those who store the data and have
them stored), and that data seizure can also be used
as a preventive measure, to secure private interests
(in casu the interests of copyright holders), and not
only for fact-finding reasons18.

Jurisdiction issues do not only affect search and
seizure within the realm of the Convention. Beyond
Art. 19 of the Convention, the cross-border feature
of cybercrimes and the evolution of criminals’ modus
operandi have also influenced the determination of
the locus commissi delicti19 principle and the corre-
lated governance of public prosecutors. The issue of
finding efficient and effective governance models to
fight cybercrime is not something new nor unusual.
Over the years, many have suggested multiple mo-
dels, not least what somebody called “Uberisation”20
policing, participative governance which builds upon
cooperative networks and information exchange with
private businesses.

Generally speaking, rules of attribution within
the Italian jurisdiction are included in Articles 6 to
10 of the Italian Criminal Code (hereafter, C.C.).
Under Art. 6, individuals are punishable under Ita-
lian laws for any offences (wholly or partly)21 com-
mitted within the Italian territories22. Although few
provisions in the C.C. may derogate from it, such as
in the case of association with terrorist finalities (Art.
270bis)23, the general rule incorporates the adoption
in the Italian criminal law system of the ubiquity24

principle. Such a notion is a combination of three cri-
minal law theories for the allocation of jurisdiction,
namely physical act theory, instrument theory and
result theory25. Accordingly, under the ubiquity no-
tion, it suffices that a fragment of the perpetrators’
conduct has taken place on Italian soil.

Nonetheless, the theories above cannot be consi-
dered fully harmonized across the European conti-
nent. On the one hand, the ubiquity theory also ap-
plies in Belgium, for instance, where the “hidden ex-
traterritorial application”26 doctrine allows Belgian
courts to be territorially competent for crimes com-
mitted abroad if there is an indivisible link between
the offence and the effect of it27. Conversely, a num-
ber of states also consider non-constitutive elemen-
ts of the offence as variables to take into account
when defining territorial jurisdiction. For instance,
in the 1993 United Kingdom’s Criminal Justice Act,
the interpretation of “relevant event” influencing the
jurisdiction process seems to be broader than both
Italian and Belgian examples, defining it as «(. . . )
any act or omission or other event including any re-
sult of one or more acts or omissions». This wor-
ding extends the scope of British criminal prose-
cution by including in this conceptualization non-
constitutive elements, such as «preparatory acts or
non-constituents effects»28.

Having said that, it is noteworthy to look at the
powers of the public prosecutors in Italy. In parti-
cular, Art. 11 of Law No. 48/2008 added paragraph
3quinquies to Art. 51 of the Code of Criminal Proce-
dure (hereafter, C.C.P.), introducing a delocalization
principle in the establishment of prosecutors’ offices
for computer crimes. This geographical delocaliza-
tion was implemented in order to allocate the powers
arising from Art. 51.1(a) to the public prosecutors’
Office of the District Court where the corresponding
competent Judge is established. This process seems
to mirror Law No. 8/199229, which includes measu-
res to enable a coordinated response to mafia crimes,
inter alia the establishment of the Anti-Mafia Natio-
nal Directorate (in Italian Direzione Nazionale Anti-
mafia) to counter mafia-related organized crime th-
rough a top-down investigative approach which soon
took the name of “anti-mafia prosecution service”.

However, the above-mentioned delocalization
principle imperfectly echoes the Anti-Mafia gover-
nance system, as Law No. 48/2008 does not entirely
set the basis for the establishment of a centralized
Coordination Directorate on Cybercrime (gathering
experienced public prosecutors and investigators).
This incomplete parallelism results in a number of
major challenges for law enforcement cybercrime offi-
cers. Differently from the anti-mafia law, it does not
fully follow the same top-down governance model,
endorsed for its efficiency and effectiveness in delive-
ring results through a capillary yet well-structured
system30. The approach towards Law No. 48/2008
results in return in a lack of channels and mechani-
sms for the exchange of common investigative best
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practices, therefore leaving a rather local approach
towards cybercrime investigations, sometimes solely
handled by district-based units. This creates a loo-
phole in the systematic establishment of coordinated
investigative techniques, an issue that is worsened
by the increasing trans-national nature of compu-
ter crimes. Law No. 8/1992 has in fact proven
to be effective over the years thanks to the imple-
mentation of a proper roster of prosecutors solely
dedicated to countering mafia-related crimes within
the whole judicial hierarchy31. Conversely, such le-
vels of efficiency and efficacy cannot yet be achieved
in the context of Law No. 48/2008, due to the
non-coordinated response to cybercrime, particular-
ly with a view to a fundamental lack of long-term
strategic approach, leading to scarcities in resource
allocation and capacity building32.

These imperfections in the governance of prose-
cutors’ offices might lead the investigator to poten-
tial failures in gaining an understanding of the full
picture and the broader criminal intent33. This is
proven particularly true over the recent years, whe-
re, in parallel, more and more cybercrime operations
are showing how criminal networks are dismissing
their highly hierarchical top-down structure (typical
in many offline organized crimes) in favor of a mo-
re horizontal and distributed online model. This is
mostly the case for financial cyber frauds and the
like, where big gains can be achieved by a collabo-
rative, egalitarian model with only few masterminds
behind it and a broader network of executers. Such
structure, combined with the afore-mentioned extra-
territoriality nature of cybercrimes, makes the life of
investigators and prosecutors even harder. In Eu-
rope, this deficiency is sometimes overcome by the
increasing coordination role of supra-national orga-
nizations like Europol, as confirmed by the findings
in the aftermath of operation Carbanak34 (a num-
ber of cyber-criminals arrested over Europe with the
charge of financial frauds), which gathered for a long
period of time investigators and Joint Investigative
Teams from all over the continent and beyond, at the
same time revealing how such types of distributed
networks of criminals operate today.

The examples above show how the intersection of
domestic criminal law with international provisions
on cybercrime have an influence on the establish-
ment of the competent jurisdiction and the gover-
nance of prosecution. These issues have a broader
echo if combined with the trans-national shape of cri-
mes committed online. Observers are still bringing
forward the argument that countering computer cri-
mes is particularly challenging due to a substantial
governance gap35. As we will be able to see below,

the Convention nonetheless opens up to a number
of interpretative issues with reference to even more
practical investigative matters, too.

3. Seizure, acquisition and transfer of
electronic evidence

The topic of e-evidence is largely debated in digi-
tal forensics. The following section will approach
current legal and interpretative issues behind the
seizure of private and confidential communication,
open source information and metadata, including
their transfers for investigative purposes. As we will
be able to see, concerns are only partially related
to the Convention and its interpretation. Rather,
all issues analyzed are part of a broader impasse
healed by a number of factors, including the reform
of the European Union’s data protection legal fra-
mework36 (expected to provide for more stringent
rules for law enforcement access to digital data37)
and the difficulties of having to cope with multiple
jurisdictions in cases of prosecution of cross-border
criminal activities.

Legal certainty within domestic legislations
should be sought by looking at a number featuring
elements, starting from the basic definition of digital
information and digital data. Depending on the con-
text, in the Italian jurisdiction the term “digital da-
ta” could imply two different meaning at least. Fir-
st, it can be assimilated to the notion of “electronic
correspondence” (email). Second, within the admini-
strative law domain, it could be used as a synonym
for “digital document” (i.e., in principle, excluding
correspondence), defined as “the representation of ac-
ts, facts or legally relevant data”38. As we will be
able to see, this distinction has an important proce-
dural consequence with respect to the seizure of elec-
tronic correspondence. The following sub-paragraph
will explain what is the discipline for the seizure of
electronic correspondence as opposed to digital do-
cument. It will be described how investigators could
include in the second meaning also those emails who
can be categorized as non-read, thus applying the
discipline of seizure of non-correspondence. It will
show how this could be particularly advantageous for
the cyber investigator, as it could benefit from the
non-discovery of this investigative act (and of the in-
vestigation) to the suspect. The application of the
two regimes has therefore a different impact on the
due process rights that are reserved to the suspect of
a crime which is investigated by law enforcement.
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3.1. Seizure of electronic correspondence and
the international reforms on e-evidence

In the Italian jurisdiction, the procedural and ad-
ministrative checks and balances disciplining a data
seizure often undermine the effectiveness of this in-
strument, let alone under the applicable framework
arising from the implementation of the Cybercrime
Convention39. The Italian interpretation for the no-
tion of correspondence comes, inter alia, from the
Supreme Court40, where the term is defined as «(. . . )
a dispatch activity in progress or begun throughout
the handover of the envelop (. . . ) for the delive-
ry». From this reasoning, it is presumed that in the
above circumstance the sender has not yet consulted
the message. In the online setting, the established
Italian system for the legal validation of electronic
correspondence called PEC (certified electronic cor-
respondence, which, according to its constitutive act
– Presidential Decree No. 68/2005 – offers a legal
guarantee of the integrity of the email) implies the
introduction of timestamps from the service provider
in both the moments of the sending and the receipt
of the message, certifying the correct flaw therein.
Some compare the case of a sender who does not digi-
tally sign a message to the case of a registered paper
mail that is left to the concierge or to the competent
postal office situated in the proximity of the receiver.

Having said this, the seizure of electronic cor-
respondence in a purely Italian setting normally
starts41 with the inhibition from the subsequent
submission of those messages, subject to certifica-
tion activity from the Italian PEC service provider.
In contrast, the seizure of foreign services can only
happen under two circumstances: (i) international
cooperation42 and (ii) digital search43 under the de-
fensive safeguards arising from the rights of a fair
trial and due process44. It needs to be noted here
that the cyber investigator is duly constrained by
the constitutional right to private correspondence45.
Looking at such principle from a data protection
perspective, it thus becomes challenging to appro-
priately address the purpose limitation46 principle
(for which only necessary data is to be processed) by
just querying the mailbox service with keywords that
may refer to various parts of the message (header,
body, attachment), without potentially interfering in
the processing of irrelevant (non-pertinent) content
or metadata47.

Moreover, the Italian legal framework seems to
contemplate only those cases where the recipient of
the message is using the old-fashioned POP3 proto-
col48 which, in its basic configuration, allows to free
the e-mail server from the messages once they have

been downloaded by the client. The modern practice
enables instead the temporary storage of a copy of
the messages (with a disposal policy of three days,
for instance) or permanently (by using the IMAP
protocol49), until these are deleted by the client si-
de. Under this circumstance, and unless there are
particular configurations of the IMAP server (for in-
stance, the “store” setting), how would an investi-
gator be able to determine whether a message has
actually been consulted by one party, but then re-
configured to be shown as a non-read mail? It is
clear that the issue is not a purely normative one, as
it includes strong technical considerations, too. Pa-
rallel discussions were brought up by other scholars
and in a number of various jurisdictions, such as in
the United States of America50 or in Belgium. For
many years, Belgian courts and legal scholars have
intensely discussed the best method to discern a read
message from a non-read one, as well as how to le-
gally qualify various situations of “data at rest” and
“in transmission” in order to determine on the basis
of which legal ground a warrant had to be produ-
ced by either the public prosecutor or the examining
magistrate (investigating judge): on the basis of net-
work search, or interception...?51 Finally, in 2016,
the Belgian legislator put an end to the discussions
by significantly broadening the scope of the provi-
sion on interception52. Whereas the old Art. 90ter
on wiretapping allowed, under certain circumstan-
ces, investigating judges to issue a warrant “to listen
to, gain knowledge of, and record” specified private
(tele-)communications “during the transmission the-
reof”, the new Art. 90ter allows the “interception,
gaining knowledge of, search and recording” of spe-
cified “communications or data which are not publi-
cly accessible”. The deletion of the phrase “during
the transmission” has rendered the discussion about
whether data are at rest or in transmission irrelevant.

Drawing from such experiences, and on the ba-
sis of the above mentioned decision of the Italian
Supreme Court53 on the notion of correspondence,
it becomes clear that a further clarification on the
definition of message “consultation” is of extreme
importance, both at the Italian and at the interna-
tional level, where basic concepts on cybercrime and
digital forensics could be harmonized by gaining a
commonly accepted meaning throughout all the rati-
fying jurisdictions. Nonetheless, Italian prosecutors
may still acquire the content of a mailbox by ways
of Art. 254bis C.C.P. (seizure of digital data from
internet or telecommunication service providers), as
opposed to the general provision of Art. 254 C.C.P.
In this case, they would then consider a non-read
message as digital data (or digital document), with
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a number of consequences. Whilst the general Art.
254 does not mention any duplication of the data,
Art. 254bis instead specifies what actions are re-
quired from the service provider in order to ensure
the retention, handover and duplication of the da-
ta. For this reason, the importance of a clarification
on the email-consultation matter described above
is further supported by the fact that the cyber in-
vestigator has to rely on the term “document”, as
opposed to “correspondence”, in order to de facto
enable the application of Art. 254bis C.C.P.54. The
choice of preferring Art. 254bis is made on the basis
of two main arguments. First, because it ensures
a non-discovery of the ongoing investigation, since
the provider is solely required to handover a copy
of the data stored within its servers without having
to subsequently deny the access of such data to the
recipient of the communication. Second, such pre-
ference is made in order to avoid the authorization
procedures for the interception of an Italian-based
mailbox by the so called “incremental seizure”55.
This type of confiscation furthermore opens up a
substantial conflict with the non-repeatability of the
seizure itself, due to its “surprise” nature: it still
remains unclear how is it possible to comply with
such an important element if the activity can be
reiterated over multiple dissociated timeframes.

It was said above that the use of international
cooperation mechanisms is one of the two cases un-
der which a foreign seizure could be undertaken56.
At the time of writing, some legislative reforms are
being discussed within the European Institutions57
with regards to a new pan-European framework on
e-Evidence58, and are expected to be turned into
law sometime after the end of the 2013-2019 Digi-
tal Single Market Strategy. The push for a reform
of the e-evidence framework derives from the time-
consuming procedures currently in place in the law
enforcement cooperation domain, in particular with
reference to Mutual Legal Assistance Agreements
Treaties (MLATs): «law enforcement and judicial of-
ficials often consider the procedures for judicial coo-
peration as too slow, disproportionately cumbersome
also in view of the limited interest of the receiving
country, and thus inadequate»59. While waiting for
such stronger common European initiative to address
these points, and in order to avoid such long waiting
times often proving detrimental to the investigation,
the Italian judiciary police keep acquiring data by
virtue of Art. 247.1bis (delegated digital seizure) or
Art. 35160 (in case of flagrancy, ex officio) while still
respecting the due defense rights to a fair trial61.

The initiative of the European Union, however, is
not the only one trying to address such issues. On

a greater level, the Council of Europe’s ambition to
update the Cybercrime Convention thoroughly tou-
ches upon the harmonization of the handling and ex-
change of electronic evidence. Amongst others, the
draft protocol includes a revision of the MLATs in-
strument, with the inclusion of an expedited form
of “emergency MLATs”. Such an instrument, which
could be triggered solely in the event of an immi-
nent risk for one or a group of individuals, would ad-
dress urgent cases where rapid responses are needed.
Much work still needs to be done in this respect, as
for the time being, not many details have been unco-
vered with regard to the exact definition of the cases
when the Emergency MLATs could be used, paving
the way for a risk of misuse of this instrument by
law enforcements and agencies the like, in the absen-
ce of specific definitions on the matter, which would
provide for legal certainty on the proportionate invo-
cation of such clause by the above-mentioned actors.
The initiative, however, outlines how different law-
makers at different levels have become attentive on
the issue. Whilst an EU push on e-evidence harmo-
nization could be considered as a relevant initiati-
ve, the Council of Europe-led reform of the Cyber-
crime Convention would definitely be a much wider
forum for standardization and mutual recognition.
The Convention continues to set out the standard
rules for cybercrime legislations in more than sixty
countries, and for this reason the efficacy of its pro-
visions could be welcomed at a greater stage. In the
meantime, what comes out as an underlying need
from a legal and policy perspective, is the hope for
an efficient harmonization of both procedures and
human rights’ safeguards between the EU and the
CoE levels and their respective proposals.

Therefore, while an international move towards
codification is being observed, the legal fragmenta-
tion in the field still persists (as demonstrated above)
within and amongst countries62.

3.2. Acquisition, exchange of foreign data and
the concept of open source

The need of an harmonized approach between the
European Union and the non-European members of
the Council of Europe offers us the chance to look
deeper at how the acquisition of data from the United
States is dealt with by the Italian authorities. The
reason for undertaking such an analysis is the con-
tinuous interaction between the United States and
European countries in terms of data transfer. The
following analysis will study the combination of both
American and Italian legal frameworks, highlighting
some of the legal loopholes therein, risking to jeo-
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pardize both the investigation of criminal activities
and the protection of personal information in the cy-
ber sphere. Inter alia, this section will also analyze
the concept of open source data as developed by the
Italian jurisprudence.

3.2.1. The Yahoo! case

It useful to start, however, with a brief description
of a landmark case which took place in another EU
Member State. European countries seem to have dif-
ferent standards for distinguishing between national
and foreign service providers. By referring to a no-
torious jurisprudential case that we will soon men-
tion, Depauw63 states that «Whereas some member
states refer to the main seat of the service provi-
der, other use the place where the services are of-
fered and the place where the data are stored, or
even a combination of alternatives». A Belgian case
which attracted world-wide attention was the Ya-
hoo! v Belgium “saga”64, which unfolded when Ya-
hoo! refused to comply with a Belgian public prose-
cutor’s request (based on Art. 46bis of the Belgian
Criminal Procedure Code) to hand over the IP ad-
dresses associated with e-mail accounts registered to
Yahoo!’s e-mail service. Yahoo! Inc, domiciled in
California, developed two main lines of argumenta-
tion. Firstly, that Belgium was imposing its crimi-
nal laws extraterritorially and, secondly, that it did
not qualify as an “electronic communications provi-
der” in the sense of the Belgian Code, and, therefore,
not obliged to disclose identification data to the pu-
blic prosecutor. The legal procedure ran from 2007
to 2015, and the Belgian Supreme Court (Cour de
Cassation) had to intervene not less than three ti-
mes. In its final judgment of December 201565, it
upheld the Antwerp Court of Appeal’s view66 that
Yahoo! is territorially present in Belgium, hereby vo-
luntarily submitting itself to the jurisdiction of the
Belgian authorities: it takes an active part in eco-
nomic life in Belgium, among others by use of the
domain name http://www.yahoo.be, the use of the
local language(s) on that website, pop-up of adver-
tisements based on the location of the users, and ac-
cessibility in Belgium of Belgium-focused customer
services (among others: a “Belgian” Q&A, FAQ, and
post box)67. The Court of Appeal of Antwerp had
concluded that the accusations of extraterritoriality
could only be invoked and accepted had there been
a request for the handover of data or objects which
are located in the USA, with which there is no Bel-
gian territorial link whatsoever, and if the holder of
these objects or data is not accessible in Belgium (ei-
ther physically or virtually)68, thereby, applying to

the extraterritoriality principle.The Court of Appeal
applied the same line of reasoning in a case invol-
ving Microsoft’s online communication service Sky-
pe. The Court also rejected Skype’s claim that it did
not have the technical capability to comply with the
request for wiretapping69.

The issue at stake has a broad connotation when
establishing jurisdiction for data access in the cloud,
which, accordingly, is under discussion within the au-
spices of the Cybercrime Convention reform70. At
other national levels, similarly broad71 interpreta-
tions can yet be different than the Belgian case. To
name two examples, while in Argentina jurisdiction
is established by the place where the trial would ta-
ke place (hence, following a rather deeply fundamen-
tal criminal law approach)72, Brazil extends its ju-
risdiction even further, including in it data collec-
tion, processing, transition and storage taking pla-
ce in the country73. Although slightly different one
another, all of such national examples collectively
seem to confirm the most recent doctrine, holding
that «territorial regulations are increasingly having
an outsized territorial effect»74, and the reason for
this is to be found in the international feature of the
companies retaining the information. The examples
above add up an element to this consideration, whe-
reby this effect does not only apply to current regula-
tions, but also to their enforcement by investigative
and judicial authorities. From a governance perspec-
tive, this element furthermore supports the view that
this form of unilateral rulemaking75 represents a way
for nation states to claim their sovereignty (and their
jurisdiction) against a more multilateral and multi-
party approach characterizing the various layers that
compose the cyberspace76.

3.2.2. Data held overseas and open source
data

As suggested by facts at stake in the Yahoo! ca-
se, during a cyber-investigation, police officers often
find themselves in the condition of acquiring con-
tent data or log data (metadata) stored on servers
located in a foreign country. Since the majority of
the service providers store the data in the United
States77, the normative framework of reference for
the execution of such an investigative activity is the
Electronic Communications Privacy Act (ECPA)78,
Title 18, which foresees three procedures.

Firstly, backup preservation79, aimed at pre-
serving (without delivering), both content and
metadata for a fixed period of 90 to 180 days.

Secondly, voluntary disclosure80, which can be
carried out in two ways: emergency disclosure81 and
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domestic legal process (for all other cases and solely
aimed at obtaining metadata).

Thirdly, Mutual Legal Assistance Treaties, i.e.
throughout agreements – normally bilateral conven-
tions – of mutual assistance, to be executed via the
application of established international cooperation
plans. In such circumstances, access is possible with
a search warrant82 that allows the acquisition of a
larger number and variety of data, such as metadata,
content data and cross-border traffic data.

Once acquired by the Italian investigators, data
will be lawfully obtained and admissible if procedu-
res will be compliant with both the Italian Data Pro-
tection Code83 and the Code of Criminal Procedure.
However, some gaps between the American and the
Italian laws might reveal a much broader set of issues
deriving from a number of legal uncertainties.

With regard to the Italian Data Protection Code,
Art. 132.4bis deals with the request for data preser-
vation, which differs from the American normative
counter-part in the definition of both recipients and
category of data. Whilst in the United States such
provision addresses service providers (operators offe-
ring generic services), in Italy the specular norm so-
lely addresses electronic communication service pro-
viders (fornitori di servizi di comunicazione elettro-
nica), alternatively called “access providers”84. As
far as the type of data is concerned, the American
legal framework considers within its scope both con-
tent and metadata, while the Italian norms solely
refer to the latter typology, leaving out the content
of the communication in respect of the principle of
confidentiality.

Regarding the Italian Code of Criminal Proce-
dure, Art. 234bis refers to the acquisition of da-
ta from both open source and “legitimate owner”85.
Such norm mirrors Art. 32 of the Cybercrime Con-
vention86 (which mentions open source data), but
was introduced within the Italian criminal procedu-
ral system under urgency regime. Such a provision
was then confirmed within Art. 2 of the Law No.
43/201587, which in turn draws from the UN reso-
lution No. 217888 concerning the upsurge of the so-
called “foreign fighters”89. Under these auspices, the
Italian legislator has not clearly defined a number of
crucial terms, including the meaning of open source,
as it will be shortly explained.

The Cybercrime Convention mentions “publicly
available data” under Art. 32 by confirming the la-
wfulness for a Country to «access publicly available
(open source) stored computer data, regardless of
where the data is located geographically»90, as well
as «access or receive, through a computer system in
its territory, stored computer data located in another

Party, if the Party obtains the lawful and voluntary
consent of the person who has the lawful authori-
ty to disclose the data to the Party through that
computer system.»91.

In Europe, a number of jurisdictions have imple-
mented Art. 3292. Interestingly, in many of them,
the terms “open source” and “publicly available” data
are in principle used interchangeably. Notwithstan-
ding such an overlap, interpretations of Art. 32 may
still take diverging avenues. Koops93 explains that
under the Romanian cybercrime legal framework, it
is made expressed condition for the applicability of
Art. 32 that computer data and its source (empha-
sis added) are public. This may suggest a discrepan-
cy between an information and its source94. Conse-
quently, under such a framework, the notion of pu-
blic availability has a twofold characteristic: public
access to the data by the general audience on the
one hand, and an inherent feature of the data itself
(i.e., generated in the public domain, publicly broa-
dcasted, and so forth)95 on the other. Nevertheless,
scholarship has not been so much more involved in
explaining Art. 32 and its effects, even though a
number of interpretative issues on public availability
are still unresolved, for instance with regard to state
sovereignty in an open-source internet search96 or in
respect to the applicability of data protection laws
for publicly available data97. With respect to the
latter, a number of scholars seem to agree that it is
not only a mere assessment of the public availabili-
ty of the data that helps defining the privacy intru-
sion, but also the level of automation and retention
of the data collection itself play an important role as
additional criteria for such an assessment98.

As we see from these few yet clear examples, doc-
trine99 and the law100 have yet not agreed on a com-
monly accepted definition of open source data and
its implications. Attempts to define it often draws
from a negative approach, i.e. delimiting the con-
cept by explaining what is not101 an open source
information.

In the Italian framework, we can try to derive
such concept from both law and jurisprudence. A
general definition comes from the Code of the Digital
Administration, Articles 1(n) and 1(o)102, whereby
publicly available data is defined as an information
that is identifiable to anyone. A narrower definition
of open source is instead given under the criminal law
context. It originates under the auspices of the juri-
sprudential evolutionary interpretation of the notion
of “public space”103 as a standalone notion, opposed
to the one definition “space open to the public”104.
By consequence, within the notion of “non-publicly
available data” under the Italian legal framework,
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we may even include all data protected by any “se-
curity measure or access control” intended as tech-
nical software measures105 (e.g. password), suita-
ble to address the so-called jus excludendi alios106.
However, there are certain practical examples un-
der which the Italian jurisprudence has not clarified
the conditions under which open source data can be
freely and lawfully investigated yet, such as when da-
ta are non-indexable by search engines (for instance,
through robot.txt) but are nevertheless acquired via
direct access to the web server folder (not password-
protected). From a merely subjective point of view,
such a condition could demonstrate the deliberate
willingness of the data subject to exclude access to
his or her data solely through specific technical mea-
sures focused on search engines. Nonetheless, this
may not in principle exclude that the same data can
be freely accessed by an ordinary query, which makes
it difficult to think of such a measure as suitable to
expand erga omnes the right to privacy107.

3.2.3. Legitimate owner

Another point of concern is the definition of legi-
timate owner (i.e., «the person who has the lawful
authority to disclose the data») according to Art. 32
of the Cybercrime Convention. Such a notion can-
not be tidily matched with the one of “data control-
ler” under Art. 4(f) of the Italian Data Protection
Code108, neither with the one of “creator” or “pos-
sessor” of the data (which in turn can be, under cer-
tain cases, matched with the person of the inquired
himself). Notwithstanding that very little time has
been dedicated to the conceptualization of Art. 32
of the Convention109, a short case study might cla-
rify why at both national and international levels,
approximation of laws and clarifications on such de-
finitions would be welcomed by the digital forensic
community. Take for example the following scena-
rio: Mario produces a photo which is shared with
Giulia via WhatsApp; Giulia uploads the picture on
her Dropbox cloud service. Who is the “legitimate
owner” that will have to be addressed by the cyber
investigator for the handover of the file stored wi-
thin the digital domicile of Giulia? The person who
produced the file (Mario), the person who handles it
(Giulia) or the entity who stores it (Dropbox)? All
such questions seem to remain unanswered at both
international and national levels.

3.2.4. Further issues on Art. 32 of the
Cybercrime Convention

With reference to the clause of Art. 32 data sto-
red abroad, i.e., within a physical or logical territory

which is not included in the jurisdiction of a country,
the interpretation of the Italian jurisprudence does
not allow us to define what areas are “different from
a state’s territory”.

For instance, questions arise on those logical envi-
ronments created by a cloud service paradigm, which
normally allows the identification of the legal per-
son handling the data, but not always its physical
storage110.

The impact of such an approach was reflected in
a recent decision of a U.S. Appeal Court from the 14
July 2016 and heard before the Supreme Court on 28
February 2018111, where American providers com-
municated that they would not be able to produce
digital data any longer if such data were not physi-
cally stored by servers located on U.S. soil. The case
is about a controversy between the United States Go-
vernment and Microsoft112, after a refusal from the
company to hand over content information associa-
ted with an email account where data was physically
stored in a non-U.S. based server. While the decision
of the Supreme Court determined that there was no
longer a matter to adjudicate and ended the procee-
ding following the adoption of the CLOUD Act113,
the United States Court of Appeals for the Second
Circuit had previously ruled in favor of Microsoft, in-
validating the injunction from the U.S. Government,
aiming to receive a number of emails from an account
which server was located in Ireland. It needs to be
mentioned here that, Microsoft interpreted American
SCA (Stored Communications Act)114, as not forcing
companies to hand over content data (e.g., emails),
rather only subscriber information. Pursuing har-
monization purposes, there is a growing argument
saying that such a tiered approach could potentially
be the same one explored in both the e-evidence re-
forms by the Council of Europe115 and the European
Union116. Layered data protection standards might
be therefore envisaged within, where both texts will
foresee an easier access and transfer by and between
governmental agencies in the case of subscriber data,
as opposed to content information such as emails or
messages. On a domestic level, this will presumably
mean that criminal law provisions will have to en-
sure a stronger set of safeguards for the transfer of
the latter typology of data, by ways of more strin-
gent judicial reviews and authorizations as well as
strict security measures when the transmission takes
place. However, whilst this approach might ensure
an expedited channel for the exchange of subscriber
information amongst law enforcement, helping the
resolution of urgent and compelling cases, the diffe-
rentiation between content data and metadata might
generate perplexities from a data protection stand-
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point. As stated by the jurisprudence of the Euro-
pean Court of Justice in the landmark Digital Rights
Ireland117 and Tele2 Sverige118 cases, although the-
re is an actual difference between the two types of
data, both of them are substantially equal in their
sensitive nature from the perspective of the right to
data protection119.

Furthermore, it is worth noting that none of the
main jurisdictions under scrutiny in this section (Ita-
lian or American) have a mechanism in place for the
coercive acquisition of foreign data with strong fair
trial safeguard, nor they have in place instrumen-
ts applying the so-called “digital seizure” (Articles
247.1bis or 352.1bis C.C.P.) to foreign data. As said
above, the Italian legislation does not explicitly men-
tion the possibility to access and acquire forcibly
such data, neither in presence of the counter-part
(thus complying with the right to fair trial and ad-
versarial principles). Such an activity is often under-
taken by Italian law enforcement agencies according
to the attribution principles under Articles 6 to 10
of the C.C.120.

While the Microsoft Case is coming to an end,
the United States’ Government has also decided to
rapidly reform its legal framework on the transfer of
e-evidence. U.S. lawmakers are aiming to ease the
exchange of users’ data stored in servers respective-
ly located on the U.S. soil and in the territories of
the European Union. The newly adopted CLOUD
Act121, will in fact authorize American law enfor-
cement authorities to demand U.S. companies with
European-based servers to hand over data of users
involved in a federal investigation without the need
of an MLAT, and on the basis of executive bilate-
ral agreements with Member States122. Taking in-
to account that the bill raised criticisms by civil li-
berties groups and privacy advocates123, it is worth
noting that the United States’ Government is not
the only executive branch receiving a fierce opposi-
tion against such initiatives124, as much clamor has
been raised across the European Union with regard
to continental reforms, too.

4. Retention, NAT techniques and
deletion of data

Notwithstanding the use of lawful anonymization
techniques on the internet, such as proxies or similar
PETs, tracking activities online are often constrained
by a combination of legal125 and technological boun-
daries. As briefly mentioned above, in Italy the cy-
bercrime investigator generally obtains online traffic
data by ways of formal notification to the ISP signed
by the prosecutor. Among the legal constraints, is-

sues arise from the non-certified identification of the
owner (consumer) of the internet contract. Voice and
data telecommunication contracts are regulated by
the Italian Code of Electronic Communications126.
Art. 55.7 states that any electronic provider is requi-
red to handover its data on users holding a contract
or a pre-paid arrangement with them, which implies
that customers have been identified at the moment
of the activation of the service. Such data needs to
be made available to the judiciary authority, which
shall have the faculty to access that data for criminal
justice purposes.

However, the said Code includes a number of in-
terpretative issues with respect to two main points.
Firstly, it does not explicitly specify the minimum
standard steps to validate and verify that the holder
of the telephone contract is actually the person who
he or she claims to be at the moment of the acti-
vation. Secondly, no specific sanctions seem to be
envisaged against the operator that does not respect
such provisions.

To fill in such loopholes, a new Italian data re-
tention framework has been recently introduced by
way of Law No. 167/2017127. The need for a refor-
med regime comes from the legal vacuum left by the
invalidation of the so-called Data Retention Directi-
ve128 by the EU Court of Justice in 2014129, and the
subsequent cases that followed the decision130.

However, with a view of such European decisions,
the Italian legislation raised someone’s eyebrows for
a number of elements, namely the length of reten-
tion periods (forcing service providers to retain in-
ternet and traffic data for six years), and fact that
the request received is signed by the public prose-
cutor alone. Taking into account that only a few
European Member States have such lengthy reten-
tion periods131 now in place (the invalidated Direc-
tive had a 24 months as a maximum threshold), and
bearing in mind the arguments of the Court of Ju-
stice in 2014, it would not come as a surprise if Law
167 might be soon scrutinized in its necessity and
proportionality by a court of law.

Furthermore, amongst the technological con-
straints for cybercrime operators, NAT (Network
Address Translation)132 techniques are becoming a
growing impediment for the identification of IP ad-
dresses belonging to IPv4133 family. Such an issue
has not only been voiced by the Italian investiga-
tors. Europol has recently advocated for a restric-
tion of IP-sharing via CGNAT techniques, too134.
NAT technologies are deployed by Internet Service
Providers to compensate the incremental absence of
available IPv4 addresses to give to customers trying
to connect to the internet at any given moment. In
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some circumstances, such a solution turned out to be
a proper counter-forensic technique, as it does not
allow the unique identification of the contract hol-
der as foreseen by Art. 5 of the Legislative Decree
109/2008135, forcing cyber investigators to analyze
a multitude of potentially relevant users. Such a ri-
sk can be mitigated if the tracking is performed ab
origine (from the very beginning) by content provi-
ders (e.g. YouTube, Twitter, Facebook, etc.), via the
gate number of the internet service under scrutiny.
However, for the law enforcement community such
a way of addressing this issue encounters two main
constraints. First, content providers do not normal-
ly offer this type of information, as no legal require-
ment exists that forces them to do so. Second, norms
arising from the EU privacy reform package, name-
ly GDPR136 and Police Directive137, are likely to
prevent138 the indiscriminate collection of personal
information by content providers themselves.

Lastly, at the end of the investigative and trial
activities, it often happens that the seized object is
subject to “seizure and deletion”139. The applica-
tion of such a measure, aimed at the expropriation
of intangible elements like digital data whilst retur-
ning the storage medium, is a difficult challenge for
the cyber investigator. State of the art technology
solely allows a circumscribed and reasonable dele-
tion of a file, which can still be available, in ano-
ther storage medium or uniquely distinguishable by
a hash code (e.g. MD5140 and/or SHA-1141). This
reasoning derives from the assumption that the na-
ture of digital data cannot exclude that the same file
be stored elsewhere, for instance in different storage
medium than the one seized (USB-drives, SD cards,
hard disks) or in the same medium which was sub-
ject to seizure, because present in other mediums in
the meantime.

5. Forensic examinations: repeatabili-
ty, forensic experts and technical
measures

When transposing the Cybercrime Convention, the
Italian legislator missed the opportunity to amend
the Italian Code of Criminal Procedure regarding fo-
rensic examinations. The following section will ana-
lyze this issue and a number of correlated instan-
ces. It will elicit the links between the need for
further clarification in the forensic examinations do-
main, and the missing link with the implementation
of the Convention. In particular, three issues are
raised and discussed hereby: the uncertainties in re-
spect to the repeatability of forensic examinations

(and the challenges of ensuring due process rights
throughout such proceedings), training profile of fo-
rensic analysts and judicial bodies and lastly, the
definition of the term “technical measures” within
the Italian cybercrime normative and jurisprudential
framework.

The C.C.P. includes three different instruments
to conduct forensic analysis, namely technical fo-
rensic examination, motions for expedited evidentia-
ry proceedings within preliminary investigations and
assessment by court-appointed technical experts du-
ring the trial proceedings (respectively pursuant to
Articles 359 and 360, 392 and seq., 220 and seq. of
C.C.P.)142.

With regards to the first group, in the event that
technical examinations are to be conducted on in-
dividuals, object, or places that are subject to mo-
difications (“unrepeatable examinations”), the public
prosecutor has to notify in a timely manner all the
parties and the defense counsel of the date and time
when such examinations are due to take place, as well
as the possibility for the parts to nominate a techni-
cal expert143. In particular, Art. 360 refers to those
examinations that, due to the mutable status of the
subject or object to be verified and the potentially
disruptive nature of the activity towards to object
under scrutiny, can only be undertaken once. Think
of the examination of a unique DNA sample or a bo-
dy tissue, which often leads to the incontrovertible
destruction of the evidence after the test: such an as-
sessment can happen one time only before its status
changes. Due to this mutable feature, the evidence is
considered to be acquired and admitted to court im-
mediately, thus prior the beginning of the trial phase
(where the admission of an evidence is normally as-
sessed), with the consequence that the judge will be
able to fully consider that examination to base its
decision. For this reason, due process rights and ad-
versarial principles need to be guaranteed during this
particular process of evidence acquisition144.

With a view to the fact that such a provision
would apply to both offline and online scenarios, Law
No. 48/2008145 surprisingly did not modify the text
of Art. 360 C.C.P. (titled “technical forensic exami-
nations”) which, in the context of cybercrime, is often
invoked when there is a significant risk of tampering,
alteration or damage of data, information or infor-
mation systems, and a subsequent notification of the
verification to the parties involved in the proceeding.

It is worth saying however, that scholarship and
jurisprudence often question whether the nature of
e-evidence might exclude their unrepeatability na-
ture146. Again Vaciago states «There is no scientific
justification to consider any forensic examination un-

Modern Issues in Cyber Forensics and Digital Intelligence

15



repeatable, if the digital evidence in question consists
of a bitstream copy that qualifies as a certified true
copy of the original data, as established on the basis
of the related hash algorithm»147.

Notwithstanding the above considerations, the
application of such a provision is often difficult in
the case when the investigation is carried out again-
st unknown individuals148 (for instance, in the con-
text of a child pornography investigation), while a
simultaneous seizure of an electronic device from an
identified subject takes place. In such situations, the
adversarial guarantees of fair trial and due process
seem to suffer of some legal uncertainty. To simplify,
we can think of a case where an individual’s device
is seized but the person does not have the quality of
suspect. From a literal interpretation of Art. 360,
such an individual should not in principle take part
in the examination. The drawback is that of being
excluded from the exercise of his right to defense
and due process149, which may then lead to imba-
lanced situations in case evidence is found against
him on the device. For this reason, the prosecutor
is often bound to apply a jurisprudential orientation
deriving from a decision150 of the Italian Supreme
Court, according to which the prosecutor is autho-
rized to proceed with the examination pursuant to
Art. 360 C.C.P., to inform not only the suspect but
also the party against which in that phase there are
only leads of having committed a crime. The adver-
sarial setting that needs to be guaranteed, according
to Art. 111 of the Italian Constitution151 has the-
refore not been addressed by any provision transpo-
sing the Cybercrime Convention, forcing prosecutors
to rely on an instrument deduced from the jurispru-
dence as opposed to an established legal framework.
This reveals a missed opportunity for the Italian legi-
slator to fill in the gap created by the legal loopholes
therein.

Art. 360 is included in Title V of the C.C.P. (po-
wers and activities of the public prosecutor). Con-
versely, the Judiciary Police’s activities are instead
enlisted in Title VI. The Judiciary Police should be
entitled to carry out examinations only in the case of
necessity and urgency (in Italian necessità ed urgen-
za), which is further explained by Art. 354 C.C.P.
by the term indifferibilità, i.e. when an event cannot
be postponed or repeated. Therefore, as a general
rule, Judiciary Police is not entitled to carry out an
examination sua sponte, but only under the mentio-
ned extraordinary circumstance. However, two ele-
ments need to be noted here. Firstly, this practice
is often overcome by the application of Art. 370152

C.C.P. by ways of accustomed principles. Second-
ly, pursuant to Articles 392 and seq. of the C.C.P.,

the instrument of expedited evidentiary proceedings
allow for a forensic examination with an adversarial
setting to be held in both preliminary investigations
and preliminary hearings153 (i.e. “after charges have
been formally brought”154).

Having said that, doubts also relate to the iden-
tification of the expert in charge of performing the
technical examinations. This consideration mostly
pertains to the procedural obligations arising from
the assessment by a court-appointed technical ex-
pert (for example, pursuant to Articles 220 and seq.).
First and foremost, it is worth saying that technical
experts on computer forensics are quite a relative-
ly new category in the judicial sphere155. Moreover,
generally speaking, the findings of the expert need
cross-examination by an expert witness at trial be-
fore they are declared admitted156. A number of un-
resolved questions still persist however with respect
to what certified technical skills he should have as a
pre-requisite to undertake forensic analysis and ve-
rifications the like. For instance, it is not clear who
attests the technical skills of an operator. Specifical-
ly, would a simple IT-related degree suffice? Unlike
many other thematic areas and sectors (for instance,
accountancy), a sworn digital forensic expert that of-
fers his services to the Court is normally required to
self-certify himself as an IT expert, with no further
assessment on his capacity by the Court itself. Ac-
cording to the rules on the appointment of technical
experts, a number of professional categories are ex-
plicitly mentioned in the mandatory list of profiles
a judge or a prosecutor can choose from to execute
any form of forensic activity. Digital forensics, and in
particular information and communication technolo-
gy experts, are not part of such a list, meaning that
Art. 67 paragraphs 3 and 4 of the Rules Implemen-
ting the C.C.P. apply: whenever a technical expert
not belonging to any of the listed categories is to be
chosen, the judge’s choice is merely based upon his
personal assessment, which should be duly grounded.
Still with a great part of judicial discretion, though.

The normative loopholes described above bring
us to a broader, more internationally-recognized is-
sue: the lack of forensic analysts as well as the poor
general knowledge of magistrates and courts on IT
forensics matters. Such lack of knowledge worryin-
gly covers all sectors of the investigative and judicial
chain: it ranges from evidence-collection personnel
to courts and judges deciding on a determined ca-
se157. This aspect could lead to very diverse inter-
pretations of meanings and characteristics of electro-
nic evidence by judicial bodies, even within the same
country. In the United States for instance, issues of
surprisingly high standards of electronic evidence ad-
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missibility arose in Lorraine v United States158, while
it is well renowned among the community of experts
the jurisprudential contradiction between the Mary-
land and the Texas doctrine on the admissibility of
social media evidence159. Taking into account a mo-
re European perspective, an empirical research was
conducted some time ago on the situation of com-
puter forensic experts across a number of EU Mem-
ber States, including Belgium, Spain and the Uni-
ted Kingdom. Summing the results of such study, it
states: «There is an absence of standards (and no
legal precepts) setting the characteristics and trai-
ning that any computer forensics expert must satisfy.
The experts themselves consider that basic training
is necessary to act as computer forensics specialist:
they prefer a degree (especially in computer science,
engineering, or mathematics)»160.

Such an absence is confirmed by the proliferation
of sector-specific, local and non-harmonized handling
standards, as confirmed by a study from the Eviden-
ce project161 on the status of digital forensics in the
EU. Findings of such project revealed a multitude
of guidelines and approaches. From an Italian per-
spective, guidelines are issued by the Digital Forensic
Alumni Association, Tech and Law Center Society,
DEFT Association, as well as the Milan’s prosecu-
tor office (in Italian Procura di Milano); a similar
situation is encountered in Spain, Belgium and the
United Kingdom.162.

As we can see, this is not only a normative issue.
The underlying claim is that training and capacity
building across the world still lacks harmonized ap-
proaches. A number of projects163 on judicial trai-
ning on computer forensics and cybercrime are cur-
rently run by many international institutions. For
example, the Council of Europe by ways of the T-CY
(Cybercrime Task-Force) paved the way for a num-
ber of successful policies aimed at preparing courts
and magistrates for the challenges of the cyberspace.
However, these actions should be going in parallel
with a more detailed attention by universities and
academic institutions in activating training and cour-
ses on digital forensics, in order to educate new ge-
nerations of forensic analysts164. This proliferation
could ultimately help filling the value gap between
IT experts appointed by the Courts and those hired
by the defendants (who normally have to bear the
expenses of such performance by themselves, until
reversed decision by the judges).

A last concern arising from the Italian example is
the introduction of the hybrid term “technical mea-
sures”165 (in Italian misure tecniche), which is pre-
sent in a number of Articles in the C.C.P. with the
implementation of Law 48/2008. It should be men-

tioned that the legislator missed to provide such a
reference in Art. 360, too, where it could have been
appropriately explained. It is important to note he-
re that the Supreme Court had to rule twice in favor
of providing further clarification on the distinction
between two slightly different although complemen-
tary terms. Such decisions in fact conceptualized the
differences between a mere “scrutiny”166 (i.e., the ob-
servation, measurement and description of given si-
tes, individuals and objects which do not imply the
study nor critical evaluation of the data therein to
the extent that such an assessment does not over-
come the sensorial and perceptive dimension of the
evaluation itself167) as opposed to a more thorou-
gh “verification”168 (i.e., the activity of observation
and description of objective elements that leads to
critical evaluations). However, while the Supreme
Court deemed it necessary to define these two terms,
the absence of any specific guidance for a third one,
i.e., the above-mentioned wording “technical measu-
re”, may lead the cyber investigator to operate within
an area of uncertainty as to the instruments and the
safeguards available to him. The consequence here is
that, due to the missing definition within Art. 360,
activities such as searches or urgent verifications will
still have to be dealt with through technical arran-
gements that allow the direct intervention on digital
or telecommunication systems.

6. Conclusions

The study brings to the reader’s attention a number
of challenges the cybercrime investigator is currently
facing in his domain. Ranging from the investigation
phase (establishment of the competent prosecutor,
acquisition of data, seizure and information exchan-
ge between jurisdictions), to the prosecutorial one
(forensic examinations), such issues touch upon dif-
ferent legal fields, including cybercrime governance.
As we have been able to demonstrate, questions ari-
se when legal provisions are applied in concrete ca-
ses, or where interpretative dilemmas on sometimes
obsolete laws (vis-à-vis the fast pace of modern and
innovative technologies) influence the smooth perfor-
mance of the investigation. More specifically, techni-
cal and governance issues complement an underlying
need for more efficient implementation and interpre-
tation of both domestic and supra-national laws on
cybercrime, with a particular view to the interplay
between these different normative layers. On a broa-
der level, the Italian case study has given the oppor-
tunity to further articulate on two elements. Firstly,
it demonstrates that similar questions are currently
debated in other jurisdictions, as well as by the cur-
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rent doctrine. Secondly, starting from the Italian
analysis, we were offered the link to illustrate that
a number of initiatives, both at regional and transa-
tlantic levels, aimed at reforming the existing legal
framework, may have to be calibrated to take in-
to account technological advancements and human
rights. As pointed out, in their current shape these
legal novelties may present some questions, too. In
particular, more reflection and a more substantive
innovation of the Cybercrime Convention is needed,
since its leading role could, to many extent, influen-
ce a smoother and more harmonized approach to the
issues faced in both national and European Union
domains. However, as the Italian and many other
examples show, such claim might only solve the is-
sue partially. More consistency with the Cybercrime
Convention reform will also be needed from the op-
posite side, i.e. in the incorporation and implemen-
tation of new obligations into European Union and
national jurisdictions, where potential interpretative
and technical issues could be answered throughout
reciprocal understanding on the ratio legis of cyber-
crime norms. A balanced approach, with the ulti-
mate, unequivocally twofold goal of providing cyber-
crime operators with effective solutions and strong
safeguards from a human rights perspective.
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* * *

Le nuove sfide in tema di cyber forensics e digital intelligence: analisi critica e casi di studio
in vista delle annunciate riforme legislative

Riassunto: Il saggio approfondisce alcune delle criticità emerse a livello investigativo in diverse giuri-
sdizioni nazionali nell’applicazione delle attuali regole sulla lotta al cybercrime, evidenziando la tensione
emersa tra l’apparato normativo vigente e la sua interpretazione da parte di operatori di polizia e giudi-
ziari. La principale fonte internazionale sulla lotta al crimine informatico è la cosiddetta Convenzione sul
Cybercrime del Consiglio d’Europa, firmata nel 2001 e ratificata da quasi sessanta Paesi negli ultimi di-
ciassette anni. L’articolo analizza, in particolare, col metodo della comparazione le difficoltà interpretative
osservate nell’ambito della giurisdizione italiana e di altri Paesi europei ed extra-europei. Con l’intenzione
di supportare i legislatori che si accingono a novellare le norme attuali, l’articolo intende mettere in evi-
denza le difficoltà derivanti dalla frequente interpretazione non uniforme della Convenzione o dall’assenza
di linee interpretative.

Parole chiave: Crimine informatico – Scienza forense digitale – Prova elettronica – Convenzione sul
crimine informatico
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