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From a comparative constitutional law perspective, this article aims to investigate how democratic states, such as 
Italy and Bosnia and Herzegovina, should exercise their constitutional function of guaranteeing cybersecurity and, 
consequently, protecting fundamental rights in cyberspace through democratic governance.
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Secondo una prospettiva di diritto costituzionale comparato, l’articolo intende indagare il modo in cui gli Stati 
democratici come l’Italia e la Bosnia-Erzegovina dovrebbero esercitare la funzione costituzionale di garanzia della 
sicurezza informatica e, di conseguenza, tutelare i diritti fondamentali nel cyberspazio, attraverso una governance 
democratica.
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1. This is what emerges from the most recent studies, such as the one conducted by the Italian Association for 
Information Security (CLUSIT), which highlights that of the 12.7(2 attacks that occurred between 2)2) and 
2)24 that can be qualified as known, serious and having a particular economic and social impact (Cl,-./ 2)20, 
p. 412ff.), as many as (.041 occurred in the year 2)24 alone (Ivi, p. 11). This is the highest number ever. As if that 
were not enough, just to give an idea of the increase in the phenomenon, again in the 2)2)-2)24 time frame, 01 
percent of the total attacks recorded from 2)11 to the present occurred (Ivi, p. 12). In other words still, it went 
from a monthly average of 1(3 incidents per month in 2)13 to an average of 2(2 in 2)2( and 230 in 2)24 (Ibidem). 
To these figures, which are already sufficient in themselves to give a clear and worrying picture of today’s land-
scape, can be added additional ones that give an idea of the impact that cyber attacks produce at the economic 
level. In particular, taking as reference the consequences produced by the most widespread threat, namely the 
data breach, according to the latest IBM 2)24, p. 1, the global average cost of damages for a breach is 44.55 
million. Whereas if one takes the cybercrime phenomenon as a whole, including direct and indirect economic 
consequences, then the most widely shared projections, such as that of M6789: 2)2(, note that the global cost 
will reach a total of 41).0 trillion in 2)20.

2. The spread of the term cyberspace is due to its use by G.;-6: 1354. A more pragmatic definition of the term 
is that provided by U.S. J6.:/ Ch.ef- 6f S/9ff 2)11, “[A] global domain within the information environment 
consisting of the interdependent network of information technology infrastructures, including the Internet, 
telecommunications networks, computer systems, and embedded processors and controllers”. For the connec-
tion between security and the guarantee of fundamental rights, see G.,pp6:. 2))5, p. 1 ff. On the emersion of 
technological power in the constitutional order and its implications, see S.m6:A.:. 2)22.

(. Gle:: 2)1(, p. 171.
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#e disruptive technological progress we are wit-
nessing, with even systems capable of self-imple-
mentation through machine learning mechanisms 
becoming established on the world stage, inevita-
bly brings with it an exponential increase in the 
use of such technologies, even to cause harm to 
public and private entitiesB.

#e dangers associated with the harmful use 
of technology grow further if we consider that by 
now cyberspace and its safe accessibility by users is 

the necessary precondition for the full enjoyment 
of much of fundamental rightsC. Re$ect, for exam-
ple, on freedom of speech and the rights to image, 
personal identity, privacy and voting. 

In this regard, Drst and foremost, the task of 
promoting and protecting the full enjoyment of 
fundamental rights even within cyberspace rests 
with states. #erefore, must be rejected those ideas 
that by adducing the territorial encroachment of 
cyberspace have come to predict the eclipse of state 
sovereigntyE, since traditional states would be “too 
big, too slow, and too geographically and techni-
cally limited to regulate a global citizenry’s $eeting 
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interactions over mercurial medium”F. As argued 
by some, in fact, behind the “apparent weakening 
of the regulatory capacity of public powers due to 
the weakening of territorial constraints”G, in real-
ity would be concealed the libertarian impulses 
of those who would like a virtual space in which 
freedom can unfold unencumbered by any claim 
to regulation by statesH. In fact, such a claim of 

“maximization of freedom”I, appears in some way a 
re-proposition in virtual reality of the well-known 
metanarrative of “spontaneous constitutions” and 
its “idea of freedom as coinciding with that of lib-
eration from the public, from the state, from polit-
ical power, from the constitution, in the name of 
the individual and the best of all possible constitu-
tions, the invisible one spontaneously oJered to us 
by the market”K.

Second, not only do states have a duty to ensure 
cybersecurity as a precondition for the protection 
and promotion of the fundamental rights of their 
citizens in cyberspace, but in addition, being pre-
cisely democracies, these states, such as Italy and 
Bosnia and Herzegovina, have a duty to set up cy-
bersecurity governance that can be said to be dem-
ocratic. Indeed, as eminently pointed out by Cris-
afulli, the function of Constitutions, both those 
more strictly of the post-World War II period such 
as Italy’s and more recent ones such as Bosnia and 
Herzegovina’s 1995 Constitution, is to “extend the 
application of the democratic principle beyond the 
sphere of traditional political relations, strictly un-
derstood”L. #erefore, while it is true that the lim-
itation of power, as McIlwain wrote long ago, still 
remains “the most persistent and enduring of the 
essential features of true constitutionalism”BM, it is 
equally true that such limitation must take place 
according to the logic of the democratic principle. 
In other words, none of the forms of power, wheth-

4. B6Nle 1337, p. 177. On the point see also Be/O, 2)21, p. 115.
0. Ibidem.
1. Ibidem.
7. Ivi, p. 113, my translation. See, also B9,m9: 1335, p. 2( ff.
5. C.97l6 2))2, p. 1)1, my translation. Along the same lines, I7/. 2))), p. 233. On the subject of state sovereignty 

in the face of the unprecedented challenges posed by the emergence of cyberspace, see, most recently, B976OO. 
Re88.9:. 2)20, p. 1 ff.

3. C7.-9f,ll. 2)10, p. 20(, my translation.
1). MAIlP9.: 133), p. 44.
11. L,A.9:. 1331, p. 111.

er economic, political or, as is most relevant here, 
technological, can escape containment and limita-
tion by the ConstitutionsBB. And in order for this to 
happen even while respecting the democratic prin-
ciple, there must be adequate involvement and bal-
ancing not only between public and private actors, 
but also between representative public institutions, 
think of the government and parliament. 

#us, in light of what has been said so far, the 
usefulness of this essay stems precisely from the 
comparison between two democracies such as 
Italy and Bosnia and Herzegovina, which are dif-
ferent but united by the desire to see Bosnia and 
Herzegovina join the European Union one day. It 
is certainly no coincidence that Bosnia and Herze-
govina has been in oQcial negotiations to join the 
European Union since March 21, 2024, but, as is 
well known, this is only an intermediate step that 
may never lead to EU membership. In fact, in or-
der to hope to see Bosnia join the EU one day, the 
Balkan state must meet a whole series of require-
ments, not least of which is the establishment of 
cybersecurity governance that is not only eJective 
but also “democratic”. In this regard, comparing 
Bosnia and Herzegovina with Italy, which is one 
of the member states that has achieved the highest 
level of implementation of European cybersecu-
rity legislation, this essay will seek to understand, 
Drst of all, how two democracies such as Italy and 
Bosnia and Herzegovina are organizing cyberse-
curity governance. Second, we will assess whether 
such governance is respectful of the democratic 
principle, in accordance with the requirements of 
their respective Constitutions (Art. 1 Italian Con-
stitution and Art. 1 Const. Bosnia and Herzegovi-
na), as well as Article 2 of the Treaty on European 
Union. 
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Cybersecurity, which we can deDne as the defense 
of cyberspace infrastructure (hardware and so!-
ware) and its users from external threats from any 
public or private entityBC, requires the provision of 
an adequate institutional organization to deal with 
the challenges and threats that daily come from the 
digital world. However, each state alone is unlike-
ly to be able to concretely guarantee “security of 
rights” in cyberspaceBE, since virtual reality, unlike 
material reality, is not susceptible to division into 
boundariesBF. #erefore, the more the network 
of cooperation between states in determining a 
common governance of cybersecurity is extended, 

12. This is a definition resulting from a combined reading of existing Italian and European regulations. According 
to Art. 2, c. 1(s) of Legislative Decree No. 1(5 of September 4, 2)24, which refers to Decree Law No. 52 of June 14, 
2)21, as converted by Law August 4, 2)21, No. 1)3, cybersecurity is to be understood as “the set of activities (...) 
necessary to protect networks, information systems, computer services and electronic communications from 
cyber threats, ensuring their availability, confidentiality and integrity and guaranteeing their resilience, includ-
ing for the purpose of protecting national security and the national interest in cyberspace” (Art. 1, c. 1, lett. a). 
At the European level, however, by “cybersecurity” we must mean “the activities necessary to protect network 
and information systems, the users of such systems, and other persons affected by cyber threats” (Art. 2, (1), 
EU Regulation 2)13/551). Where, “network and information system”, according to Art. 4, (1) of EU Regulation 
2)22/2000 (NIS 2) means, according to three different but complementary meanings: a) electronic communi-
cation networks; b) one or more devices that through a program perform automatic processing of digital data; 
c) digital data that have been the subject of the operation of digital devices, thus those transmitted, extracted, 
stored, etc.

1(. The expression refers to the evolution of the function of state power with respect to the protection of rights. 
Specifically, according to the liberal tradition, it was sufficient for the state not to act except in a repressive key 
to the violation of rights, whereas, with the establishment of liberal democratic constitutionalism, the state is 
also required to act in a preventive key to positively promote the guarantee and enjoyment of personal rights. 
Hence, transposing this concept to the level of security, in the words of G.,pp6:. 2)2(, p. 1111, the task of the 
state “is not so much to guarantee a purported ‘right to security’ of individuals as the overall ‘security of rights’ 
of citizens” (the translation is mine). On the point, with different perspectives among them, see B979//9 2))1).

14. Contra, in favor of self-regulation of space, see B97l6P 1331; J6h:-6:–P6-/ 1331, p. 1(71 ff. In favor, on the 
other hand, of agreeable state regulation of cyberspace, see G6lR-m./h 1335, p. 1133 ff.

10. On the importance of control and cooperation tools in achieving effective cybersecurity governance, see, above 
all, P.e/79:8el6 2)24, p. 1( ff.

11. On the analysis, including diachronic analysis, of European regulation in multiple areas affecting cybersecurity, 
see BeRe7:9–R9S:9. 2)22, p. (0 ff.

17. The European acts that, more or less directly, affect cybersecurity regulation are numerous. Limiting attention 
to the most relevant acts not mentioned in the core text, they range from the regulation that established the Eu-
ropean Network and Information Security Agency (EU/2))4/41)), through the General Data Protection Reg-
ulation (GDPR - EU Regulation 2)11/173), the Cybersecurity Act (EU/2)13/551 regulation), the EU 2)2(/2541 
regulation on the high common level of cybersecurity, and on to the Artificial Intelligent Act (2)24/1153 reg-
ulation) to the Cyber Resilience Act (2)24/2547 regulation) and the Cyber Solidarity Act (2)20/(5 regulation). 
For more insights into the relationship between the Artificial Intelligence Act and the Cyber Resilience Act, 
with particular reference to the regulation of regulatory sandboxes, see B98:. 2)2(, p. 1 ff. as well as, most 
recently, B98:.–Sefe7. 2)20, p. 7 ff. and contributions cited therein. For more on the relationship between 

the more it is possible to guarantee the protection 
of fundamental rights in the virtual dimensionBG. 
#is is the deeper rationale behind the decision 
of the European Union and its member states to 
establish a common multilevel governance of vir-
tual security. #erefore, even before analyzing the 
characteristics of the organization of cybersecuri-
ty in Italy, it is necessary to shed light on how the 
European Union and broadly speaking its other 
member states are organizing themselves to pre-
pare adequate cybersecurity governanceBH.

#e need to ensure the security of cyberspace 
infrastructure and users and to coordinate state 
cybersecurity regulations has led the European 
Union to adopt numerous acts aJecting cyber-
space regulationBI. Particularly crucial among 
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these, however, are EU Directive 2016/1148, Net-
work and Information System (NIS 1)BK, subse-
quently repealed by the more recent EU Directive 
2022/2555 (NIS 2), which all member states must 
have implemented by October 17, 2024BL.

#e current NIS 2 directiveCM fulDlls the task of 
increasing the European Union’s ability to prevent 
and resist cyber-attacks by strengthening EU cy-
bersecurity and reducing threats to computer and 
network systems of services classiDed as “essential” 
(e.g., energy, transport, health and Dnance) and 

“important” (e.g., food, manufacturing, public ad-
ministration, chemical, postal, courier, etc.)CB.

Precisely with the aim of strengthening the 
Union Europe’s cyber infrastructure, the NIS 2 
directive – following in the footsteps of the NIS 1 
directive – provided for a complex system of cy-
bersecurity governance with the pre-existing Euro-
pean Union Agency for Cybersecurity (ENISA) at its 
center, which is assigned the tasks of assisting and 
advising on the development and harmonization 
of member states’ cybersecurity policies and reg-
ulationsCC. Alongside ENISA, the NIS 2 Directive 
provided for the establishment of a whole series of 
bodies speciDed in Article 1, and for what is rele-
vant here, in para. 2, lett. a, the establishment of the 

the Cyber Resilience Act and other Acts concerning cybersecurity see Ch.979 2)22, p. 200 ff. With regard, 
however, to case law, with particular reference to the relationship between the protection of personal data pri-
vacy and cybersecurity see, ex plurimis, ECJ, judgment of October 1), 2)11, C-052/14, Breyer v. Bundesrepublik 
Deutschland; ECJ, Grand Chambre, judgment of December 21, 2)11, C-2)1(/10 and C-135/10, Tele2 Sverige AB 
v. Post-och telestyrelsen; ECJ, Grand Chambre, judgment of October 1, 2)2), C-12(/17, Privacy International v 
Secretary of State for Foreign and Commonwealth Affairs et al.

15. Transposed by Italy through Legislative Decree No. 10 of May 15, 2)15. Both NIS 1 and NIS 2 were adopted 
under Article 114 TFEU, “internal market hamonization”. For more insights, including critical ones, on the legal 
basis under Article 114 TFEU, see P6l. 2)21, p. 13 ff. On Article 114 TFEU, De W.//e 2)17, p. 03, states that “it 
is the most powerful tool for the expansion of the EU legislative activity”.

13. Currently, 14 out of 27 states have formally transposed the NIS 2 directive. Italy has transposed NIS 2 through 
Legislative Decree No. 1(5 of September 4, 2)24. For more on NIS 2, see Se7.:. 2)22, p. 241 ff. 

2). For more on the system envisaged by the NIS 1 directive, see, among many others, SAhm./O-Be7:R/–Ch.979 
2)22, p. 253 ff.

21. Notably, NIS 2 extended the scope of NIS 1, which was limited to “operators of essential services” and “providers 
of digital services”, see Art. 1 ff., EU Directive 2)11/1145. With regard to essential and important services, see 
Arts. 1-( and Annexes 1 and 2, EU Directive 2)22/2000 (NIS 2).

22. See Arts. ( ff. of EU Regulation 2)13/551. With regard to the regulatory context, however, Regulation EU/2)13/551 
proceeded to repeal Regulation EU/021/2)1(, which, in turn, had proceeded to repeal Regulation EC/41)/2))4 
(and its amendments EC/1))7/2))5 and 05)/2)11) by which ENISA was established. 

2(. The establishment of the NIS national authorities was already provided for in Article 5 of NIS Directive 1.
24. See Art. 1(1)(a) and Art. 1) ff., EU Directive 2)22/2000 (NIS 2). 
20. See Arts. 1 and 5(2), EU Directive 2)22/2000 (NIS 2). 

national cybersecurity authorities (so-called NIS 
national authorities) was conDrmedCE. #ese NIS 
national authorities, assisted by Computer Security 
Incident Response Teams - CSIRTsCF, perform the 
crucial functions of implementing and enforcing 
the NIS regulatory framework, as well as oversee-
ing its proper implementationCG. For the successful 
pursuit of these goals, the NIS 2 Directive provided 
for the assignment of important powers to the NIS 
national authorities, such as “on-site inspections 
and oJ-site supervision” (Art. 32, par. 2, lett. a, NIS 
2), “ad hoc audits” (lett. c), “requests to access data, 
documents and information” (lett. f); or powers 
to order those concerned “to cease conduct that 
infringes this Directive and desist from repeating 
that conduct” (Art. 32, par. 4, lett. c), “to imple-
ment the recommendations provided as a result of 
a security audit within a reasonable deadline” (lett. 
f), “to make public aspects of infringements of this 
Directive in a speciDed manner” (lett. h).

#e importance of the powers held by the NIS 
national authorities, which in democratic states 
are usually the responsibility of public security 
authorities, combined with the crucial role they 
play in the successful implementation of European 
cybersecurity strategies suggest that the NIS direc-
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tives should be applied as uniformly as possible, at 
least from the point of view of the establishment of 
the NIS national authoritiesCH. But this, in fact, has 
not been the case.

Actually, due to the cross-cutting nature of 
cybersecurity policiesCI and the wide margin of 
discretion that each member state usually has to 
implement the directives, there has been heteroge-
neous implementation of the NIS Directive 2 with-
in member statesCK, especially in terms of how the 
NIS national authorities are establishedCL.

A Drst group of states decided to entrust the role 
of NIS national authority to multiple independent 
administrative authorities or technical regulatory 
bodiesEM. Among them, for example, Cyprus has 
assigned cybersecurity functions to the independ-
ent Digital Security AuthorityEB.

A second group of states, on the other hand, 
has assigned the role of NIS national authority to 
ministries or bodies dependent on themEC. In Den-
mark, for example, the functions of NIS national 
authority have been hinged on the Minister for 
Civil Protection and Emergency PlanningEE, while 
in Germany, pending the transposition of NIS 2, 
the functions remain vested in the Federal OQce 
for Information Security (Bundesamt für Sicherheit 
in der Informationstechnik), hinged on the Federal 
Ministry of the InteriorEF. 

21. On the ability of the harmonization of cybersecurity regulation at the European level to increase the efficiency 
of cyber resilience, see SAhm./O-Be7:R/–Ch.979 2)22, p. ()7 ff. Highlighting the fragmentation of European 
cybersecurity regulation EATh97R/–K6/6U-T9.9 2)2(, p. 10) ff.

27. They now affect almost every aspect of daily life that has an online implication, for example: buying a product in 
e-commerce, requesting a document online from the public administration or searching for a word on Google.

25. This obviously applies to those 14 out of 27 states that have already formally implemented the NIS 2 directive.
23. With regard to the classification into three groups, see L9,76 2)21, p. 0(2 ff.
(). Also included in this group of member states is Cyprus.
(1. Art. () of the Security of Networks and Information Systems (Amendment) Law of 2)20, (Law 1)(I)/2)20) 

amending The Security of Networks and Information Systems Law of 2)2), (Law 53(I)/2)2)). Pending the for-
mal implementation of NIS 2, Luxembourg also belongs to this set, having assigned cybersecurity functions to 
independent authorities such as the Institut Luxembourgeois de Régulation and the Commission de Surveillance 
du Secteur Financier, depending on their areas of responsibility, on this point, see Article ((1) and (2), A(72 Loi 
du 25 mai 2)13.

(2. Included in this group of member states are Spain; Ireland; Malta; Poland; Latvia; the Netherlands; Finland; 
Sweden; Slovenia; Bulgaria; Greece; Croatia; Lithuania, Estonia.

((. Chapter (, § 2), Law No. 4(4, Act on measures to ensure a high level of cybersecurity (NIS 2 Act).
(4. See Bundesgesetzblatt Jahrgang 2)17 Teil I Nr. 4), ausgegeben zu Bonn am 23. Juni 2)17, p. 1550 ff.
(0. Included in this group of member states are Belgium; Slovakia; Romania; Portugal; and Austria.
(1. France still needs to transpose the NIS 2 directive.

Finally, a third group of states has decided to as-
sign the role of NIS national authority directly to 
the head of government or a government agency 
dependent on itEG. Consider, for example, France 
and Italy, whose NIS national authorities, respec-
tively the Agence nationale de la sécurité des sys-
tèmes d’information and the Agency for National 
Cybersecurity, perform their functions under the 
in$uence of the French Prime MinisterEH and the 
Italian Prime Minister. 

Faced with the multiplicity of solutions adopted 
by member states, the question arises as to which 
of the diJerent ways of organizing governance in 
cybersecurity should be considered preferable. 
#is is a question to which it is impossible to give 
an unambiguous answer, since much depends on 
the concrete functioning of each state’s form of 
government. However, adopting the form of state 
as the perspective of observation, for two reasons 
it can be considered that in a democracy the NIS 
national authorities should be hinged in consti-
tutional bodies with political representation, thus 
the parliament or the government.

#e Drst reason can be traced back to the fact 
that NIS national authorities – as we have already 
seen – exercise administrative functions, such as 
those of inspection, audit, requesting access to 
data, documents and information, which tradi-
tionally have been the responsibility of the state 
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and are exercised by public security authorities di-
rectly subordinate to government ministries, such 
as the Ministry of the Interior, Justice or DefenseEI. 

#e second reason is that NIS national author-
ities assist member states in cybersecurity poli-
cy-making work. Consider, for example, the estab-
lishment of the “National cybersecurity strategy” 
which deDnes the policies and related economic re-
sources that each state adopts on cyber security. On 
this point, Article 7 of the NIS 2 Directive merely 
provides generically that such national strategies are 
to be adopted by “each member state” (Art. 7, par. 
1). In this way, the NIS 2 Directive would seem to 
open up the possibility that such cybersecurity pol-
icies can be adopted as much by the government or 
parliament as by administrative authorities acting 
independently of constitutional bodies endowed 
with political representation, as a NIS national au-
thority can theoretically be. But even assuming the 
hypothesis that the National cybersecurity strategy 
can be adopted only by the government or parlia-
ment, nevertheless the NIS national authorities play 
a crucial role in dra!ing these policies. #e case of 
Italy is emblematic, where the “National cyberse-
curity strategy” is adopted by the Prime Minister 
(a!er consultation with the interministerial com-
mittee for cybersecurity)EK, but is prepared by the 
Italian NIS national authority, called the National 
Cybersecurity Agency (ACN)EL.

For these reasons involving the exercise of ad-
ministrative functions traditionally the responsi-
bility of states and the involvement in cybersecurity 
policy work, we believe that NIS national author-
ities should be hinged in the government or par-
liament. Consequently, on the other hand, it rais-
es concerns about assigning the functions of NIS 

(7. See, for example, art. (2 NIS 2 directive.
(5. See, art. 4, Decree Law No. 52 of 2)21.
(3. See, respectively, Art. 2, c. 1(b), and Art. 7, c. 1(b), L.D. No. 52/2)21.
4). See, G.79,R.–R.8he//.:. 2))2, p. 2)2 ff.
41. Donati 2)17, p. 2. Also on the topic of the legitimacy of independent administrative authorities, see, among 

many others, Am9/6 1337, p. 140 ff.; P9S:6 1331, p. 1)3; Chel. 2))), p. 1(); C67le//6 2))(, p. 114; R.U.eOO6 
2))0, p. ((5, more recently, M9:e//. 2)2(, p. 752 ff.

42. For more on the state’s exclusive competence in external (art. 117, c. 2, lett. d, Const.) and internal (art. 117, c. 2, 
lett. h, Const.) security, as well as on the qualification of security, and consequently cybersecurity, in terms of 
function see M676:. 2)24, p. 151 ff., as well as doctrine cited therein.

4(. With regard to content, see Article 3, Legislative Decree No. 1(5 of 2)24.
44. See Articles 1) and (4 ff., Legislative Decree No. 1(5 of 2)24. On the role of sub-state entities in achieving cyber-

security objectives, as outlined in the DDL Cybersecurity (AC1717), see G.9::ell. 2)24, p. 10 ff.

national authorities to bodies that carry out their 
activities independently of constitutional bodies 
with political representation, such as independent 
administrative authorities. Indeed, it is certainly 
true that independent administrative authorities 
have contributed to the evolution of governance 
systems in the direction of greater eQciency, in-
cluding through the reevaluation of the relation-
ship between the public and private sectors, mak-
ing it possible to solve important problems in the 
functioning of modern democraciesFM. However, 
it is equally true that independent administrative 
authorities, by operating unbound from the circuit 
of democratic legitimacy (in favor, instead, of tech-
nocratic legitimacy)FB, do not prevent the risk that 
they may one day acquire signiDcant autonomy in 
the exercise of public power in cybersecurity mat-
ters not adequately counterbalanced by full and ef-
fective democratic oversight of parliament.

D?* @A"*+$,"&-'-%"*$.*%/0"&1"%2&)(/*)-*3('4/

With the implementation of the NIS 2 directive by 
Legislative Decree No. 138 of September 4, 2024, 
the NIS national authorities of the member states, 
including ItalyFC, in addition to participating in the 
exercise of the policy-making function – for ex-
ample, by decisively assisting policymakers in the 
dra!ing of the “National cybersecurity strategy”FE 

–, they are also called upon to exercise functions of 
traditional state competence – such as those of su-
pervision, implementation and especially enforce-
ment of the NIS directivesFF –. Added to this, as 
repeatedly mentioned, is the fact that today cyber-
space represents the main context for the exercise 
of many of the fundamental rights, so protecting 
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its security no longer means only protecting the 
state from internal or external aggression, but also 
guaranteeing its citizens the exercise of fundamen-
tal rights in virtual reality.

Because of the pervasiveness that the issue of 
cybersecurity has, it is necessary to have forms of 
parliamentary oversight of the activities of NIS na-
tional authorities and, in addition, to ensure trans-
parency of their work. #is is particularly true 
when these authorities are hinged in the govern-
ment or, even more so, when they are independent 
administrative authorities. 

In this regard, the Italian case is particularly in-
teresting. #e functions of NIS national authority, 
as well as “single NIS contact point” between the 
national authorities and the Commission and ENI-
SA, are assigned by Decree Law No. 82 of 2021 Drst 
and Legislative Decree No. 138 of 2024 later to the 
National Cybersecurity Agency (ACN)FG. In par-
ticular, the ACN is a government intelligence agen-
cy that performs its functions under the in$uence 
of the Prime MinisterFH. In fact, the Prime Minister 
has high-level direction and overall responsibility 
for cybersecurity policies and, in addition, has the 
power to appoint and dismiss the Director and 
Deputy Director of the AgencyFI. In addition, for 

40. In this regard, see in conjunction with Articles 0 and 7 (functions) of Decree-Law No. 52 of 2)21, and Articles 
1(2)(e) and 1) (functions) of Legislative Decree No. 1(5 of 2)24.

41. The ACN is endowed with some margins of independence. Pursuant to Article 0, Decree-Law No. 52 of 2)21, it 
has regulatory, administrative, property, organizational, accounting and financial autonomy, within the limits 
of the decree itself. 

47. Art. 2, c. 1, Decree Law No. 52 of June 14, 2)21, as converted by Law No. 1)3 of August 4, 2)21. For the sake of 
completeness, it is necessary to point out that a Cybersecurity Core is permanently established at ACN. This 
is a body that performs the function of supporting the Prime Minister’s Office in aspects related to prevention, 
preparation of crisis situations and activation of alert procedures in the field of cybersecurity, and is composed 
of the Director General of the ACN, who chairs it, a military adviser to the Prime Minister’s Office, a represent-
ative of the Department of Security Information (DIS), a representative of the Department of Civil Protection of 
the Prime Minister’s Office and, for the handling of classified information, also a representative of the Central 
Office for Secrecy (si v. Art. 5, Decree-Law No. 52 of 2)21).

45. Art. 11 of Legislative Decree No. 1(5 of 2)24. Moreover, pursuant to Article 12 below, these NIS Sector Authorities 
sit on the permanent table for the implementation of the NIS framework that has been established at the NCA.

43. C979m9-Ah. 2)22, p. 71 ff. On the verticalization of cybersecurity power within the Executive, see L6:86 2)24, 
p. (25.

0). Inquiries, fact-finding investigations, hearings, questions, interpellations and motions.
01. The functions of COPASIR specifically provided for with regard to the Government’s cybersecurity activity are 

in addition to the functions useful for the conduct of parliamentary oversight that are attributed by Law No. 124 
of 2))7, Art. () ff.

02. Art. 0, c. 1, l.d. No. 52 of 2)21.

the eJective implementation of the NIS discipline 
at the sectoral level, ACN and the Prime Minister’s 
OQce are also supported by 9 ministries, which, 
each for matters within its competence, perform 
the functions of NIS sector authorityFK.

However, while legislator’s desire to concen-
trate power in cybersecurity matters in the head 
of the GovernmentFL is evident, the attempt to 
strengthen the parliamentary function of over-
sight of the executive power is equally evident. 
Indeed, the representative body of the elector-
al body, in addition to having at its disposal the 
classic institutions of parliamentary control of the 
GovernmentGM, exercises speciDc control functions 
over the activities of the Prime Minister and the 
National Cybersecurity Agency. In particular, the 
Parliamentary Committee on the Security of the 
Republic (so-called COPASIR) is the body through 
which Parliament carries out its oversight function 
over the policy-making activity on cybersecurityGB. 
#is function, in particular, is carried out by CO-
PASIR through multiple attributions that were not 
changed by the more recent Legislative Decree no. 
138 of 2024, such as the power to request a hear-
ing of the President of ACNGC and the power to 
express prior opinions on the adoption of regula-
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tions deDning: a) the organization and function-
ing of ACNGE; b) the allocation of the annual sums 
necessary for the functioning of ACNGF; c) the pro-
cedures for the conclusion of public contracts of 
ACNGG; d) the labor relationship with the employ-
ees of ACNGH. In addition, again with the aim of 
keeping Parliament informed of ACN’s activities, 
the Prime Minister must send both Parliament and 
COPASIR an annual report on ACN’s activities in 
the previous yearGI.

#us, we cannot say that in the Italian system 
Parliament has no form of control of the Govern-
ment in exercising the policy-making function in 
cybersecurity. Despite this, the system envisaged 
in Italy still has certain criticalities. 

Indeed, given the pervasiveness of cybersecuri-
ty and the transversal nature of the matters it cov-
ers, for two main reasons the role and function-
ing of COPASIR appears not entirely adequate to 
guarantee a suQcient level of transparency of the 
activity of controlling political direction in cyber-
securityGK.

#e Drst reason, speciDc to the body itself, is due 
to the fact that COPASIR is designed to perform its 
functions with a high level of conDdentiality be-
cause of its task of supervising the proper conduct 
of the intelligence activity of the Intelligence Sys-

0(. Art. 1, c. (, l.d. No 52 of 2)21.
04. Art. 11, c. (, l.d. No. 52 of 2)21.
00. Art. 11, c. 4, l.d. No. 52 of 2)21.
01. Art. 12, c. 5, l.d. No 52 of 2)21.
07. Art. 14, l.d. No. 52 of 2)21. On this point, see also L9,76 2)21, p. 041, as well as C979m9-Ah. 2)22, p. 73 ff.
05. Ivi, p. 042, calls the role of COPASIR “limiting with respect to the breadth of areas it now presides over and lim-

ited both in composition and in forms of publicity”.
03. Intelligence activity must be carried out in accordance with the Constitution, the laws and the exclusive interest 

and for the defense of the Republic. On the composition of the Intelligence System for the Security of the Re-
public see Art. 2, c. 1, of Law No. 124 of 2))7.

1). Art. (), Law No. 124 of 2))7.
11. Art. (1, Law No. 124 of 2))7.
12. In this regard, among many, see the contributions in Siclari 2))5, as well as, recently, with particular reference 

to sources, C97R6:e 2)2(. Still on the subject of shifting the balance in cybersecurity governance, L9,76 2)21, 
p. 042, notes the progressive tendency to marginalize the main seats of concerned powers (e.g., Parliament) in 
favor of restricted and detached seats (e.g., special parliamentary commissions).

1(. In particular, if already in the previous set-up outlined by Law No. 5)1 of 1377 the President of the Council 
held a pivotal role in matters of intelligence services, such a central function was further strengthened with the 
reform of the organization of intelligence activity brought about by Law No. 124 of 2))7, on this point see, on all, 
G.,pp6:. 2)1), p. 1 ff., as well as G.,pp6:. 2)17, p. 501 ff.

14. Art. (1, cc. 7 and 5, Law. No. 124 of 2))7. Further examples from which the importance of the role of the 
President of the Council with respect to COPASIR can be inferred, for example, from Art. (1, c. 2, l. no. 124 of 

tem for the Security of the RepublicGL. For example, 
think of its composition, which is limited to only 
5 deputies and 5 senators plus the two Presidents 
of the Chamber of Deputies and SenateHM, or the 
obligation of secrecy, even a!er the conclusion of 
oQce, to which anyone who has acquired in the 
performance of his or her duties information relat-
ing to COPASIR’s activities is boundHB.

#e second reason, a systematic one, concerns 
the fact that from the establishment of the NIS 
authority in the Prime Minister’s OQce and the 
assignment of the Government’s parliamentary 
oversight role primarily to COPASIR, comes an 
excessive concentration of power at the top of the 
Government. For this reason, even in the Deld of 
cybersecurity can be detected the gradual shi! in 
balance from the legislative to the executive body 
that doctrine has long recorded in other areas as 
wellHC. Indeed, the Prime Minister plays a pivotal 
role not only within the Security Information Sys-
tem and in matters of state secrecyHE, but also with-
in COPASIR itself. For example, COPASIR must 
necessarily have the consent of the President of the 
Council in order to obtain information and cop-
ies of acts or documents to which “conDdentiality” 
has been opposed because of the danger they may 
pose to the security of the RepublicHF.
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In essence, COPASIR, because of the particular 
secrecy of its work and the “conDdentiality” with 
which it routinely works in close contact with the 
head of the Government, does not appear to be the 
entirely adequate body to guarantee on its own a 
suQcient level of transparency even outside of Par-
liamentHG. Instead, the Chamber of Deputies and 
Senate would be more appropriate bodies to ensure 
transparency if they were more involved. Looking 
to the future then, there are many interventions that 
the Italian legislature could implement to involve 
parliamentary chambers to a greater extentHH. Con-
sider, for example, the provision of semiannual or 
four-monthly public parliamentary hearings of the 
ACN, or the establishment of a new ad hoc bicamer-
al parliamentary committee to monitor the activities 
of the Government, whose greater representative-
ness of composition and publicity of its work would 
ensure adequate knowledge of the decisions taken 
on cybersecurity. It should not be forgotten, in fact, 
that “the apparatus of democracy has transparency 
as its rule, and secrecy is an exception”HI. And this is 
all the more true for security in cyberspace, which 
now intersects all Delds of daily life.

E?* @A"*+$,"&-'-%"*$.*%/0"&1"%2&)(/*
)-*6$1-)'*'-5*7"&8"+$,)-'

In the age of digital interdependence, cybersecu-
rity has become not only a technical necessity but 

2))7, under which it is necessary for COPASIR to obtain the consent of the President of the Council in order 
to hear an employee of the Security Intelligence System, or from Art. (1, cc. 14 and 10, l. No. 124 of 2))7, which 
stipulates that COPASIR may order access and inspections to the offices of the Security Information System 
only once prior notice has been given to the President of the Council, who may defer their execution in case of 
danger of interference with ongoing operations.

10. Moreover, there are not a few obstacles to the disclosure of secrecy in Parliament and, in addition, it is not so 
easy to assert the political and legal responsibility of the Government. On this point, see B.f,lA6 2)17, p. 1110 
ff.; L,A.9:. 2)1(, p. 22 ff.

11. On the level of instruments of parliamentary control, L9,76 2)21, p. 042, proposes the holding of annual ses-
sions of effective control and discussion on defense and cybersecurity issues, which, therefore, go beyond “the 
mere acknowledgement of the Reports transmitted by the competent instances”.

17. B97.le 1357, p. 23; B6;;.6 1331, pp. 1)1 and 55; A:O6: 1371, p. 1711; B.f,lA6 2)17, p. 11)1.
15. The state institutions refer to the institutions at the level of the state government and not lower levels. Bosnia 

and Herzegovina has a complex governmental structure, It consists of the state-level government, the two en-
tities (Federation of Bosnia and Herzegovina and Republika Srpska) and Brcko District. Moreover, the entities 
are asymetrical as Federation of Bosnia and Herzegovina consists of 1) cantons, while Republika Srpska fails to 
replicate any lower-level construction. Each of the levels of government mentioned here have their own legisla-
ture, executive and judiciary, except for cantons which judiciary is regulated mostly at the level of Federation of 
Bosnia and Herzegovina.

a fundamental element of state sovereignty, eco-
nomic resilience, and protection of fundamental 
rights. #is has become a truism in the 21 century 
Europe, which states as well as the EU have legis-
lated and adopted policies in this matter. Bosnia 
and Herzegovina (BiH), however, presents an in-
structive case where constitutional complexity, in-
stitutional fragmentation, and weak governance 
have le! the country exposed to mounting cyber-
security threats without a coherent or eJective na-
tional response.

#e Constitution of Bosnia and Herzegovina, 
annexed to the Dayton Peace Agreement of 1995 
which ended the war, provides no explicit mention 
of cybersecurity. Yet the issue implicates multiple 
constitutional provisions. #e preamble of the state 
Constitution proclaims that Bosniacs, Croats, and 
Serbs, as constituent peoples (along with Others), 
and citizens of Bosnia and Herzegovina are “com-
mitted to the sovereignty, territorial integrity, and 
political independence of Bosnia and Herzegovi-
na in accordance with international law”. #e in-
stitutions on the state levelHK, according to Article 
III(1), are responsible for matters of foreign policy, 
international trade, customs, defense, and general 
security-areas inherently tied to cybersecurity in 
the digital era. However, the country’s constitu-
tional arrangement is highly decentralized and la-
beled as “sui generis” by the state’s Constitutional 
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courtHL. Bosnia and Herzegovina consists of two 
entities – the Federation of BiH and the Republika 
Srpska (RS) – alongside the self-governing BrVko 
District. Each level of government possesses its 
own legislative and executive apparatus as well as 
the judiciary.IM #is division of powers creates le-
gal ambiguity over which institution is competent 
to develop and implement cybersecurity policies. 
#e Constitution is explicit as it suggests that the 
powers not explicitly assigned to the state level be-
long to the lower levels of government.IB #e lower 
levels of government may agree that the state level 
may assume their powersIC. Although the matter of 
defense was not designated as a power of the state, 
the entities agreed to empower it in this matter.IE 
Moreover, assignment of powers is in$uenced by 
an additional player – the OQce of High Repre-
sentative (OHR), an international body tasked 
with supervising the civilian implementation of the 
Dayton Peace Agreement.IF In practice, this role is 
Dlled by a foreign diplomat or politician who holds 
extensive powers.IG #e most signiDcant authority 
of the OHR stems from the so-called “Bonn Pow-

13. Constitutional Court of Bosnia and Herzegovina, decision number U3/ 05-III, (). )1. i )1. )7. 2))).
7). H97,: 2)17, pp. 14 ff.
71. The Bosnia and Herzegovina Constitution Article III ( stipulates: “All governmental functions and powers not 

expressly assigned in this Constitution to the institutions of Bosnia and Herzegovina shall be those of the Enti-
ties”.

72. The Bosnia and Herzegovina Constitution Article III 0 stipulates: “Bosnia and Herzegovina shall assume re-
sponsibility for such other matters as are agreed by the Entities; are provided for in Annexes 0 through 5 to 
the General Framework Agreement; or are necessary to preserve the sovereignty, territorial integrity, political 
independence, and international personality of Bosnia and Herzegovina, in accordance with the division of 
responsibilities between the institutions of Bosnia and Herzegovina. Additional institutions may be established 
as necessary to carry out such responsibilities”.

7(. H97,: 2)17, pp. 14 ff.
74. The Dayton Peace Agreement defines the Office of High Representative. Its central part, the General Frame-

work Agreement has eleven Annexes. Annex 1) (the Agreement on Civilian Implementation) defines the man-
date of the High Representative as it follows: “the designation of a High Representative, to be appointed con-
sistent with relevant United Nations Security Council resolutions, to facilitate the Parties’ own efforts and to 
mobilize and, as appropriate, coordinate the activities of the organizations and agencies involved in the civilian 
aspects of the peace settlement by carrying out, as entrusted by a U.N. Security Council resolution, the tasks 
set out below”. A significant development occurred in 1337, when the Peace Implementation Council (PIC) has 
endowed the OHR with a power to make binding decisions. The Bonn Powers grant the High Representative 
in Bosnia and Herzegovina broad authority to impose laws, remove elected and appointed officials, and ensure 
implementation of the Dayton Peace Agreement. These powers effectively allow the OHR to override domestic 
institutions in order to maintain peace and stability.

70. The list is available at the Office of the High Representative website.
71. Ivi.
77. ZU.Se79A 2)21.

ers,” granted in December 1997 by the Peace Im-
plementation CouncilIH. #ese powers enable the 
OHR to remove public oQcials who breach the ob-
ligations of the Dayton Agreement, as well as to im-
pose laws and enact binding measures necessary to 
secure the enforcement of the General Framework 
Agreement for Peace. Since then, the OHR has had 
the unilateral ability to amend entity constitutions, 
pass legislation, and dismiss oQcials. #e extent to 
which these powers have been exercised has varied 
over time, depending both on the individual serv-
ing as High Representative and the prevailing dy-
namics within the Peace Implementation Council. 
For example, Paddy Ashdown, one of the former 
High Representatives, imposed 104 laws in his Drst 
year in oQce between May 2002 and May 2003II.

Bosnia and Herzegovina’s political system is 
designed with numerous mechanisms that allow 
both the entities and representatives of constitu-
ent peoples to block any government decision they 
perceive as contrary to their interests. Rather than 
being citizen-centered, the system is built on a 
power-sharing model between the three constitu-
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tionally recognized constituent peoples – Bosniaks, 
Croats, and Serbs – and the two entitiesIK. Each of 
these groups holds guaranteed representation in 
legislative bodies and, in practice, is also assured 
positions within the executive and judicial branch-
es. Additionally, with the exception of Republika 
Srpska, governments can be entirely paralyzed if 
the majority of representatives in the upper cham-
ber of the legislature oppose necessary decisionsIL. 
#is has led to prolonged institutional gridlock; 
for example, both the state-level government and 
the government of the Federation of Bosnia and 
Herzegovina have been eJectively blocked for four 
years, rendering the results of past elections unen-
forceable. Further obstruction is possible through 
the executive branch, which can delay or refuse ju-
dicial appointments – such as appointments to the 
Constitutional Court. Compounding these struc-
tural dysfunctions, the constitutional framework 
itself infringes upon fundamental human rights. 
#e European Court of Human Rights has repeat-
edly found that the political system discriminates 
against individuals who do not belong to one of 
the three constituent peoples, denying them the 
right to stand for election or to hold high pub-
lic oQce. #is was established in landmark cases 
of Sejdić and Finci v. Bosnia and HerzegovinaKM, 
Zornić v. Bosnia and HerzegovinaKB, Wlaku v. Bos-
nia and HerzegovinaKC, and Pilav v. Bosnia and 
HerzegovinaKE. Despite these rulings, the country 
has failed to implement the required changes due 
to persistent political deadlock and the inability to 
reach consensus on constitutional reform.

75. T9h.7–M,f/.X 2)2(.
73. The constitutional structure of the country can be described as consonciation as it allow ethnic groups vast veto 

powers. See more at Me7RO9:6U.A 2)11.
5). Sejdic and Finci v. Bosnia and Herzegovina (27331/)1 and (45(1/)1), European Court of Human Rights.
51. Zornic v. Bosnia and Herzegovina ((151/)1), European Court of Human Rights.
52. Slaku v. Bosnia and Herzegovina (01111/12), European Court of Human Rights.
5(. Pilav v. Bosnia and Herzegovina (413(3/)7), European Court of Human Rights.
54. See: Strategy for establishment of CERT published at the website of the Ministry of Security.
50. Law on Electronic Signature of BiH, Law on Electronic Legal and Business Transactions of BiH, Law on Preven-

tion of Money Laundering and Financing of Terrorism in BiH, Criminal Code of BiH (parts which deal with 
copyright abuse), then Law on Protection of Copyright Abuse Acts, then Law on Protection of Criminal Offens-
es of Criminal Procedure of BiH, Law on Protection of Confidential Data of BiH, and Law on Communications 
of BiH.

51. Stabilisation and Association Agreement.
57. See the Government of Republik of Srpska website.

#e state-level institutions, such as the Ministry 
of Security of Bosnia and Herzegovina, claim con-
stitutional competence to address issues of national 
security, including cyber threatsKF. Currently, there 
are several laws on the state level which concern 
cybersecurity matter, such as the laws governing 
electronic signature, electronic transactions, and 
cybercrimes and criminal procedureKG. #e state 
already exercises powers in this domain without 
a proper cybersecurity framework. #erefore, the 
ongoing standstill has resulted in a lack of coherent 
cybersecurity governance at the national level. On 
the other hand, the exact cybersecurity framework 
to be adopted should be relatively predictable. As a 
striving member state of the EU, Bosnia and Her-
zegovina entered into a Stabilisation and Associa-
tion Agreement which requires it to adapt its law 
to the EU acquis and to establish a free-trade zone 
with the European Union, as well as to refrain from 
passing laws which are contrary to the acquisKH.

At present, BiH does not have an adopted na-
tional cybersecurity strategy. EJorts to dra! such a 
strategy – led by the Ministry of Security with the 
technical support of the Organization for Security 
and Co-operation in Europe (OSCE) – have stalled 
due to political disagreement over the state-level 
competencies in this domain. Republika Srpska 
has instead developed its own cybersecurity poli-
cies, which remain separate from national eJorts, 
thus exacerbating the legal and institutional di-
videKI. It adopted the Law on Information Security 
in 2011. #e law addressed data protection and es-
tablished institutional mechanisms responsible for 
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the development, implementation, and oversight 
of information security policies. One of the out-
comes of this legal framework was the creation of 
the Computer Emergency Response Team of the 
Republic of Srpska (CERT-RS), which was desig-
nated as the entity-level CERT and became fully 
operational in 2015KK. Building on this founda-
tion, the Republic of Srpska adopted the Law on 
the Safety of Critical Infrastructures in 2019 and 
subsequently introduced the Strategy for the Fight 
against Cybercrime for the period 2019–2023, 
further expanding its normative and strategic ap-
proach to cybersecurity. #e absence of a function-
al national Computer Emergency Response Team 
(CERT) further exempliDes this governance paral-
ysis. Although the state-level authorities proposed 
the establishment of BiH-CERT as early as 2011, 
political blockages have prevented its creation. Re-
publika Srpska maintains its own CERT operating 
independently from any state-level coordination 
mechanism. #e Federation of BiH lacks an equiv-
alent body, but it attempted to pass the equivalent 
law on information security in this entity in 2022KL. 
#e attempt was unsuccessful, rending both level 
of Federation BiH and the state level deregulated. 
#ere is one exception on the state level – the Min-
istry of Defense of Bosnia and Herzegovina, which 
has its own policies in this matter. To sum the cur-
rent state, we can cite the EU Commission’s words 
in the Report for Bosnia and Herzegovina for 2023: 

“Bosnia and Herzegovina does not have a compre-
hensive legislative framework on the security of 
networks and information systems (a law on infor-
mation security is in place only in the Republika 
Srpska entity), and made no progress in adopting 
a country-wide strategy. Moreover, the country 
made no progress in designating a country-wide 
single point of contact responsible for coordina-
tion and cross-border cooperation. Bosnia and 
Herzegovina needs to establish a network of com-
puter security incident response teams (CSIRT) to 
facilitate strategic cooperation and the exchange 
of information; a CSIRT is operational only at the 

55. The CSIRT RS is also part of the CSIRT system known as “Western Balkans”.
53. See the FBIH Government website from 2)22 post.
3). EU Commission, Bosnia and Herzegovina 2023 Report, SWD(2)2() 131.
31. Available at: radiosarajevo.ba website.
32. Report of the Council of Ministers for 2)2(.

Ministry of Defence and in the Republika Srpska 
entity.”LM. In practice, it means that cybersecurity 
incidents are o!en handled in an ad hoc fashion 
by law enforcement bodies, with limited technical 
capability and no uniDed strategic oversight.

#e consequences of this fragmented approach 
are profound. A combination of outdated systems, 
weak institutional capacity, and a low level of dig-
ital literacy has created fertile ground for cyber-
crime, disinformation, and digital espionage. #e 
Global Cybersecurity Index ranks BiH alarming-
ly low, and research conducted by Euronews has 
highlighted that the country faces the highest ex-
posure to cybersecurity threats in Europe. In the 
absence of a coherent defense, both public institu-
tions and private citizens remain highly vulnera-
ble to phishing attacks, ransomware, identity the!, 
and other forms of cyber intrusion. #e lack of a 
comprehensive cybersecurity strategy not only 
leaves the country exposed to external threats but 
also undermines trust in digital services, e-com-
merce, and e-government key drivers of economic 
modernization.

#e gridlock has seemed to be starting to get un-
locked a couple of years ago. Cyberattacks on BiH 
institutionsLB have spurred action. In May 2023, 
the Council of Ministers approved changes to the 
Ministry of Security’s internal organization, ena-
bling the creation of a CERT. #is step could have 
marked the beginning of a coordinated response 
to cyber threats, aiding both the Dght against cy-
berattacks and alignment with EU cybersecurity 
standards. #e Ministry of Security planned to re-
cruit CERT staJ, develop a comprehensive opera-
tional plan, and join international CERT networks 
to share threat intelligence and best practicesLC. 
However, two years forwards, there seems to be no 
substantial progress. In fact, to discuss the issue of 
democratic governance requires a willingness to 
govern cybersecurity on the national level Drst, but 
so far it seems that the increased exposure of BiH 
institutions and citizens fails to change it. 
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A comparison between the Italian and Bosnian 
legal systems in the Deld of cybersecurity reveals 
a picture of considerable systemic complexity, 
marked by fundamental structural diJerences that 
require Bosnia and Herzegovina (BiH) to under-
take immediate reform and adaptation in order 
to aspire to future integration into the European 
Union.

Italy, in fact, although with signiDcant margin 
for improvement in terms of cybersecurity govern-
ance, remains one of the very few countries in the 
world to have obtained the maximum score from 
the International Telecommunication Union’s 
Global Cybersecurity Index for 2024, unlike Bosnia 
and Herzegovina, which, on the contrary, is the 
European country with the lowest score.

From the point of view of cybersecurity govern-
ance, the study shows that there is no doubt that 
Italy, unlike Bosnia, has beneDted from its mem-
bership of the European Union for at least two rea-
sons. #e Drst is that the EU, having moved early 
to outline the essential elements of cybersecurity 
governance, has substantially reduced the impact 
of internal political instability on the process of es-
tablishing cybersecurity governance. In fact, from 
a technical and political point of view, it is much 
easier to prepare internal legislation implementing 
EU directives, such as NIS 1 and 2, than dra! laws 
that provide for a complicated system of inter-state 
management and cooperation on cybersecurity 
from the beginning. #is, combined with the pre-
scriptive force of EU directives and the sanctions 
mechanisms for non-compliant states, has led al-
most all European states, including Italy, to achieve 
a high degree of implementation of NIS 1 and 2. 
#e second reason why Italy, unlike Bosnia, has 
beneDted greatly from its membership of the Eu-
ropean Union is that cybersecurity governance is 
characterized by profound and essential elements 
of homogeneity among European states, which 
therefore guarantees a very high level of cooper-
ation within the European space. Focusing solely 
on institutional bodies, for example, all European 
states are required to adhere to the complex Eu-
ropean cybersecurity system, which is centered on 
European ENISA and the national NIS authorities 

assisted by CSIRT emergency response units. In 
short, this is a system that has profound elements 
of homogeneity, thanks to which it has been possi-
ble to create an integrated system to combat threats 
from the virtual world that involves all 27 member 
states in a synergistic manner.

Clearly, despite these positive elements, there 
are some areas that need to be worked on to im-
prove the system. As already discussed, apart from 
some diJerences in the speed of transposition 
of the NIS 2 Directive – which, however, is not a 
cause for excessive concern – it would certainly 
have been desirable to have a more uniform imple-
mentation with regard to the attribution of the role 
of national NIS authority to representative bodies, 
such as the government or parliament, rather than 
to independent administrative authorities, as was 
the case in Cyprus, for example.

#e situation in Bosnia and Herzegovina today 
is quite diJerent. In stark contrast to Italy, the fact 
that Bosnia and Herzegovina does not belong to a 
supranational organization such as the European 
Union has meant that the numerous problems with 
the eJectiveness of the government’s organization 
in Bosnia have been re$ected in the governance of 
cybersecurity. As noted above, the combination of 
factors attributable to extreme constitutional com-
plexity, institutional fragmentation, and weak gov-
ernment eJectiveness has meant that Bosnia and 
Herzegovina still does not have a common cyber-
security system between the Federation of Bosnia 
and Herzegovina and the Republika Srpska capa-
ble of dealing with the growing threats from the 
digital world. As a result, the burden of develop-
ing a policy to combat cybercrime falls entirely on 
the state level, where the Federation of Bosnia and 
Herzegovina has not yet managed to adopt a cy-
bersecurity strategy due to frequent political disa-
greements. Political agreement, on the other hand, 
has been reached at the state level in Republika 
Srpska, since it approved a cybersecurity strategy 
in 2019 and has had a Computer Emergency Re-
sponse Team of the Republic of Srpska (CERT-RS) 
since 2015. However, the usefulness of all these 
measures is now inevitably compromised by the 
fact that all the measures adopted to combat cy-
bersecurity are limited in scope to Republika Srps-
ka alone, leaving most of Bosnia and Herzegovina 
without eJective protection against cyber threats. 
Moreover, such approach remains futile as there 
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is a lack of a necessary cybersecurity framework 
on the state level although all levels of government 
have interest to have a state-level framework due to 
their own security.

Faced with such a fragmented landscape of 
Bosnian cybersecurity governance, which clearly 
has more shadows than lights, perhaps a glimmer 
of hope can be found in the very fact that a cy-
bersecurity strategy model and a CSIRT approach 
at least exist at the entity level in Republika Srp-
ska and, therefore, this could serve as a starting 
point for BiH to then orient its entire governance 
towards the provisions of the European NIS 2 Di-
rective. #is is, of course, only a glimmer of hope, 
but it may be worth placing some hope in it, even 
if its feasibility seems rather remote at present, as 
it would require close cooperation between the ac-
tors to establish a state-level framework.

Shi!ing the focus from the organization of cy-
bersecurity governance to the democratic nature 
of this governance, once again the comparison 
conDrms both positive and negative aspects on 
both the Italian and BiH sides.

As far as Italy is concerned, it has been noted 
that entrusting the role of national NIS authority 
to the ACN is certainly a reasonable choice. #is 
body is technically competent and is based with-
in the Presidency of the Council of Ministers, 
meaning that it is subject to the control of a po-
litically representative body. Despite these positive 
elements, however, it has been argued that some 
critical issues remain regarding the entrusting of 
the role of parliamentary control mainly to COPA-
SIR, since the strict conDdentiality with which it 
works closely with the Prime Minister, combined 
with the rule of secrecy that characterizes its work, 
risks not only excessively centralizing cybersecuri-
ty functions at the top of the government, but also 
failing to ensure a suQcient level of transparency 
outside Parliament.

As regards Bosnia and Herzegovina, it is clear 
that the assessment of democracy cannot be made 
on the basis of state governance, but only part-
ly, on the basis of that of the entity of Republika 
Srpska, because it is the only one that exists and 
could therefore represent a Drst model of approx-
imation to the governance imposed by the NIS 2 
Directive. In this regard, the Republic’s decision to 

3(. Law on Republic Administration (“Official Gazette of the Republic of Srpska”, No. 110/15).

establish the CSIRT-RS within the Ministry of Sci-
entiDc and Technological Development and High-
er Education, rather than, for example, within an 
independent administrative authority or a private 
company, is understandable and technically agree-
ableLE. #is choice resembles the one taken by Italy 
with regard to the ACN and, therefore, the same 
concerns that apply to Italy also apply to Republika 
Srpska, namely the danger of excessive centraliza-
tion of cybersecurity governance in the executive 
branch and the need to ensure not only parliamen-
tary oversight of the executive, but also adequate 
transparency of cybersecurity activities.

Looking to the future, while the measures to 
improve the structure and democratic nature of 
cybersecurity governance appear to be well de-
Dned, the situation is diJerent in Bosnia and Her-
zegovina.

We have already seen that, in Italy, a measure 
that would improve both the structure and the 
democratic nature of cybersecurity governance 
would be, for example, the replacement of parlia-
mentary control of digital security policies mainly 
made by COPASIR, with the provision of semi-an-
nual or quarterly public parliamentary hearings of 
the ACN, or directly the establishment of a new 
ad hoc bicameral parliamentary commission to 
monitor the activities of the government, whose 
greater representativeness in terms of composition 
and publicity of its work would ensure adequate 
knowledge of the decisions taken on cybersecurity.

With regard to Bosnia and Herzegovina, on the 
other hand, rather than targeted interventions, it 
is necessary to re$ect on a real path towards the 
establishment of cybersecurity governance, whose 
structure and democratic nature re$ect the provi-
sions contained in the European NIS 2 Directive, 
also taking inspiration from existing models such 
as the Italian one.

First of all, in order to bridge the gap between 
the structure and democratic nature of BiH cyber-
security governance and that of Italy and other EU 
members, it is necessary to Drst establish a BiH 
cybersecurity body, along the lines of the Italian 
ACN, which will be entrusted with a series of tasks, 
including the essential technical assistance in the 
adoption of a National Cybersecurity Strategy that 
provides for the inclusion and cooperation be-
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tween BiH, Republika Srpska, and the BrVko Dis-
trict. Secondly, again in line with the provisions of 
Italy and the European NIS 2 Directive, the Bos-
nian cybersecurity body must be supported by a 
State-Level CERT to combat cybersecurity threats, 
which must also include all state and autonomous 
entities within Bosnia and Herzegovina. In this 
regard, it should be emphasized that governance 
at the state level cannot be achieved as long as 
there is a lack of consensus of Republika Srpska, 
Federation of BiH and the Brcko District. #is is 
a necessary step to achieve a uniDed and synergis-
tic approach. #irdly, in order to ensure the right 
level of democracy and transparency in the system 
thus envisaged, the BiH Parliament will need to be 
equipped with a whole range of tools to monitor 
the work of the BiH cybersecurity body and the 
state CSIRT. In this regard, consideration should 
be given to setting up an ad hoc parliamentary 
committee for BiH digital security, accompanied 
by reporting obligations at set intervals. Finally, it 
is essential that institutional activities in the Deld 
of cybersecurity are not limited to the mere prepa-
ration and implementation of regulatory, organi-
zational, and technological tools for the protection 

of digital infrastructure, but are simultaneously 
integrated with adequate and systematic dissemi-
nation and education of the population, which is 
crucial for the overall eJectiveness of public poli-
cies in this area.

In conclusion, the path that Bosnia and Her-
zegovina must take to adapt its structure and in-
crease the democratic nature of its cybersecurity 
governance is long and complex, but at the same 
time essential. Its success is not only a necessary 
condition for legitimately aspiring to join the Eu-
ropean Union in the future, but also an essential 
prerequisite for consolidating eJective forms of co-
operation with other democratic states. In the cur-
rent global context, the protection of fundamental 
rights can no longer be guaranteed solely within 
national borders: it is only through an extensive 
and shared cybersecurity system, transcending the 
territorial boundaries of Italy, Bosnia and Herze-
govina, and even the European Union, that it be-
comes concretely possible to ensure constitutional 
control of technological power, as well as the eJec-
tive protection and full enjoyment of fundamental 
constitutional rights within the digital dimension.
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